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INOJIOKEHHUE

NMEPCOHAJILHBIX JJAHHBIX P uX 00padoTke B MBOY Anabdymesckasa COILD»

1. O0mue moJioKeHUs1

1.1. Tlomoxkxenne o0 OpraHu3alu U TPOBEIACHUIO PadOT MO OOECHEeYEHUIO
0€30MaCHOCTH TIEPCOHATBHBIX JJAHHBIX MPU WX aBTOMATHU3UPOBAHHON 00pabOTKE B
WH(GOPMAITMOHHBIX CUCTEMaxX TEPCOHAIBHBIX JaHHBIX (manee — IlonokeHue)
paspaborano B cooTBercTBUU ¢ DeaepanbHbIM 3ak0oHOM Poccuiickoit deneparuu
or 27.07.2006 Ne 152-®3 «O mnepcoHanpHbIX JaHHBIX», [locTaHOBIEHMEM
[TpaBurennscTBa Poccuiickoit @eaeparmu ot 01.11.2012 No 1119 «O6 yrBepkaeHun
TpeOOBaHUI K 3alllUT€ NEPCOHAIBHBIX AAHHBIX MPU MX 00pabOTKe B cHCTEMax
MePCOHAJIBHBIX JaHHBIX», MeToanueckumu pekomenaaruavmu @CTIK Poccun u
®CBb Poccuu B 1iensax odbecrneueHust 6€30MacHOCTU MEPCOHANBHBIX JAHHBIX MPU UX
00paboTke B MHGOPMALIMOHHBIX CUCTEMAaX MEPCOHATBHBIX TaHHBIX.

1.2. TlonoxeHue ompenensieT MOPAJOK padoOThl NepcoHana MYHHUIMHAIBHOTO
OIO/KETHOTO  00111€00pa30BaTEIbHOTO  YUpeXkKAeHUsT AmaOyIeBCcKol cpemaHei
obimeoOpa3oBarenbHoil  mkosie  (manee- MBOY — AmaGymieBckas  COIL)
UH(POPMAIIMOHHAS CHCTEMa IepCOHaIbHBIX AaHHbIX (manee- MCII[AH) B wactm
obecrnieuenus 6ezonacuoctu [1/[n mpu ux oOpaboTke, MOPSAIOK pazdupaTebCTBa U
COCTaBJICHMSI 3aKJIIOUEHMH 1O (akTaM HecoOMI0IeHHUsT YCIOBUN XpaHEHHUs
HOCUTEJEH  MEPCOHANbHBIX  JIAHHBIX, WCIHOJb30BAHHUSI  CPEACTB  3aAlIUTHI
uHboOpMaIK, pa3pabOTKy W MPUHATHE MEp MO MPEJOTBPAIICHUIO BO3MOXKHBIX
OMAacCHBIX  TOCJIEACTBUMA  TaKUX  HAPYUICHUM, TOPSIAOK  MPUOCTAHOBKHU
npenoctaBieHuss [IJ[H B ciydae OOHapy)XeHHsS HapyIICHWA TOpSAJIKAa UX
peocTaBiIeHUs, MOPsIOK oOydeHusi nepcoHana npaktuke padotel B UCIIAH
MBOY Anabymesckas COI, nopsaok NOpOBEpKH SIECKTPOHHOrO KypHala
obopamennii k MCIIJn MBOY AnaGymeckas COIL, mnopsgoxk KOHTPOJs
COOJIIOJIEHUSI YCIIOBUW HCIIOJIb30BAHUSL CPEACTB 3aUIUThl MPETyCMOTPEHHBIE
OKCIUTyaTallAOHHOW W TEXHUYECKOW JIOKYMEHTallMel, TmpaBuia OOHOBJICHUS
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OOIIECHCTEMHOT0 W TPUKIATHOTO TPOrpaMMHOr0 oOecredeHus, IpaBHUiia
OpraHU3allMd aHTUBUPYCHOM 3ammThl ¥ mnaposbHoW 3amutel UCIIIax MBOY
Anabymesckas COILL, mopsiok oxpaHbl U IOIMyCKa MOCTOPOHHUX JIUIL B MPEIEIbI
IPaHUIBl KOHTPOIUPYEMOU 30HBI.

1.3. Ilpu obecnieuenun OGe3omnacHocTH nepcoHanbHBIX JaHHBIX B UCII[ax MBOY
Anabymesckas COIIl ¢ ucnonb3oBaHUEM KpUNTOrpapUUEeCKUX CPEACTB 3aALIUTHI
UHPOpPMAIIUN BCE COTPYAHUKH YUPEXKICHUS OOS3aHBI BBIMONHATH TPeOOBaHUS
npukaza ®Ch Poccun ot 21.02.2008 Ne 149/6/6-622 «TumnoBbie TpeOOBaHMS IO
OpraHu3alvu | o0ecreyeHuto (GYHKUMOHUPOBAHUS  IIH(PPOBATBHBIX
(kpunTorpa@u4ecKkux) CpencTB, MPeAHA3HAYECHHBIX IS 3alUThl UH(pOpMaIuu, He
coaepKalel CBEICHUN, COCTABJLIOIIMX IOCYNapCTBEHHYIO TalWHy, B ClIydae HX
UCTOIBb30BaHUs Ui oOecrieueHus 0€30MacCHOCTH MEPCOHANBHBIX JAHHBIX MPU UX
00paboTke B MTHPOPMAIIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX JTAHHBIX).

Cnucok coxkpanieHuii 1 0003HaYeHUM

ABC — aHTHBUpPYCHBIE CPEACTBA

APM — aBTOMaTH3UpOBaHHOE paboYee MECTO

AC — aBTOMaTU3UPOBAHHAS CHUCTEMA

AC3U — aBTOMaTH3UpOBAHHAA CUCTEMA B 3aIUILIEHHOM WCTIOJIHEHUH
NCTIx — uHdopManoHHas cucTeMa MepCcOHAbHBIX JIAaHHBIX
KOUN — xpunrorpadguuecku onacHas uHopMarms

JIBC — nokasibHasi BBIYUCIUTENbHAS CETh

MD — mexceTeBol dKpaH

OC — onepanuoHHas cucrema

[1JIH — nepcoHabHbIE JaHHbBIE

[IMB — nporpaMmmMHO-MaTEMaTHYECKOE BO3/ICHCTBHE

ITO — nporpammHoe obecrieueHue

I[ISMUNH — no6oyHbIe 2IEKTPOMArHUTHBIE U3TYYEHUST U HABOJIKU
CA3 — cucreMa aHayM3a 3alMILIEHHOCTH

C3U — cpencrtBa 3anuThl UHPOpMAITUU

C3I1 1 — cucrema (moacucreMa) 3aluThl IEPCOHATBHBIX TaHHBIX
CK3U — cpencra kpunrorpaduueckoii 3amuTbl THHOPMAITHH
COB — cucreMa oOHapy>KeHHUSI BTOPKEHUN

TC — TexHuueckoe cpeacTBo

VYBII# — yrpo3sl 6€301MacHOCTH NEPCOHANBHBIX JTAHHBIX

2. ITopsanox pa6orsl nepconata UCIIAn B yacTn obecnevyeHnst 6€30MaCHOCTH
IIIn mpu nx odpadorke B UCIIAn
2.1. Jlomyck monb3oBarene st pabotel Ha kommbioTepax HCII[a MBOY
Anabymesckas COILl ocyiiecTBiisieTcss HA OCHOBaHUM NPHUKa3a, KOTOPBIN U31a€TCs
PYKOBOJIUTEIIEM YUPEKIEHUS, U B COOTBETCTBUM CO CITUCKOM JIUII, TIOMYIIEHHBIX K
padore B HUCI[[IH MBOY AnaGymeBckas COIL. C unenpio obecreyeHus
OTBETCTBEHHOCTH 3a BEICHHE, HOPMaJIbHOC (YHKIIMOHUPOBAHUE W KOHTPOJIb
pabotel cpencts 3ammutbl nHGopmauu B UCII[IH pykoBoguTeneM y4dpexaeHus
HA3HA4yaeTcs aJIMHHHCTPATOp OE30MACHOCTU C UENbI0 KOHTPOJISI BBITOJHEHHUS



HEOOXOJIMMBIX MEPONPUATHIA N0 0OecreuyeHni0 0e30MaCHOCTH OTBETCTBEHHBIN 3a
3aIMUTy HHPOPMAIIHH.
2.2. [Tonb3oBaTenb UMEET MPABO B OTBEIEHHOE €My BpPEMs pellaTh MOCTABICHHbIE
3a71a4¥ B COOTBETCTBUM C MOJHOMouMsAMH noctyna k pecypcam HMCII[n MbOY
AnaGymesckas COII. IlomHomouus monb3oBarened (poiu MOJIb30BaTeNe) K
UH(GOPMAIIMOHHBIM pPECypcaM ONPENENSIOTCS B MaTPULIE JOCTYIA, YTBEPKIAEMOMN
pyKoBouTENEM yupexkaeHus. [Ipu 3ToM 1is XpaHeHust HHPpOpMaluH, CoAepKallen
[1/1H, pa3pelaercsi UCIOJIb30BATh TOIBKO MAIIMHHBIE HOCUTEIU UHPOPMALIHH.
2.3. Tlomb3oBarenb HECET OTBETCTBEHHOCTh 3a TMPABHIBLHOCTH BKIIOUEHUS U
BBIKJTIOUEHUSI CpeACTB BbruncinuTenbHo Texuuku (CBT), Bxona B cuctemMy u Bce
nevictus nipu padore B UCIIJIH.
2.4. Bxox mosb30BaTess B CUCTEMY MOXKET OCYIIECTBIISATHCS IO BBIJIABAEMOMY €MY
AIIEKTPOHHOMY HJIEHTU(DHUKATOPY WIIH 110 EPCOHATBLHOMY MaPOJIIO.
2.5. 3anuce nHpopmammu, cogepxaimeit [1/1H, ocyiecTBisieTcs monp3oBaTesieM Ha
CbEMHBIE MAalIMHHBIE HOCUTENH HWH(GOpPMALMK, COOTBETCTBYIOUIMM 00pa3oM
YUYTEHHBIE B )KypHaJle y4€Ta MAlIMHHBIX HOCUTEIIEH.
2.6. Ilpu pabGore cO CHEMHBIMM MAIIUHHBIMH HOCHUTEISIMH HH(POpPMAIIH
MOJIb30BaTENIb KaXAbld pa3 mepei HayaioM paboThl 00s3aH MPOBEPUTH HUX Ha
OTCYTCTBHE BHPYCOB C HCHOJb30BAHMEM ILITATHBIX AHTUBUPYCHBIX MPOrpamw,
ycraHoBlieHHbIX Ha kommbloTepax UCIT[Ix MBOY Anabymesckas COIL. B ciyuae
OoOHapy>KeHMsI BHPYCOB IOJb30BaTeldb O0S3aH HEMEIJIEHHO MPEKPaTUTh
UCIIOJIb30BAaHUE 3apPaKCHHBIX HOCUTENEH M JEMCTBOBaTh B COOTBETCTBUU C
TpeboBanusiMu 1aHHoro [lonoxeHus.
2.7. Kaxnplii COTPYAHHMK, y4YacTBYIOIIMHA B paMKaxX CBOMX (YHKIIHOHAIBHBIX
00s13aHHOCTEN B Mpolleccax aBTOMAaTU3HpOBaHHON oOpaboTku [1/IH u umeronuit
JOCTYIl K amnmapaTHbIM CpEACTBaM, MPOrpaMMHOMY OOECIEUEHUI0 U JaHHBIM
NCTIH, HECET TepCOHANBHYIO OTBETCTBEHHOCTH 33 CBOM JICHCTBUS U 00sI3aH:
® CTpOro coOJIIOJaTh YCTAaHOBJICHHBIC MMpaBWia oOecredeHus 0e30MacHOCTH
uHbopMaly pu paboTe ¢ NPOrpaMMHBIMU U TEXHUYECKHUMH CPEICTBAMU
NCIIx;
® 3HaTh W CTPOrO BBHINOJHATH NpaBWiIa PpabOThl CO CPEACTBAMHU 3aAIIUTHI
uH(popMalm, ycTaHOBIeHHbIMA Ha KoMmnbtoTepax UCII/IH;
® XpaHUTH B TallHE cBOM mapousb (maponu). B coorBercTBuu ¢ m.m. 8.5., 8.6.
naHHoro IlosoxkeHus U C yCTaHOBJIEHHOM NEPUOAUYHOCTBIO MEHSATH CBOM
napoJib (Maposin);
® XPAaHWUTh YCTAHOBJIEHHBIM IOPSJAKOM CBOE€ HHIMBUAYAJIbHOE YCTPOMCTBO
uAeHTUpUKAIMKU (KII04Y) U JPYrUe PEeKBU3UTHI B ceilpe (MeTaInuyecKkoM
uray);
® BBINOJIHATH TPEOOBAHUS MO OPraHU3ALMKN AHTUBUPYCHOM 3alIUTHI B MOJHOM
o0BEMeE.
HeMenneHHO W3BECTUTh OTBETCTBEHHOI'O 3a 3amUTy HHPopManuu u (WIN)

aaIMUHUCTpaTopa  HMHPOpPMAIMOHHONW  0€30mMacHOCTH B Cllydae  yTepu
WHJMBUIYaJBLHOTO YCTpOICTBA uaeHTUGUKaMU (KJIo4a, rutoken U T.1.) WU TIpU



IMOAO3PCHNHU KOMIIPOMETAIUN JIMYHBIX KJII04en u HapOJIeﬁ, a TaKKe TIIpu

OOHapY>KEHUU:

HapyLIEHUH HET0CTHOCTH IJIOMO (HaKJIEEeK, HapyILIEHUH UM HECOOTBETCTBUU
HOMEpPOB IleuaTel) Ha cocTaBiAomMMX y3max u Onokax CBT wmam wHBIX
(akTOB COBEpIIEHUS B €r0 OTCYTCTBUE IMOMNBITOK HECAHKLIMOHUPOBAHHOIO
noctyna (nanee — HCJI) k nanapim 3amumiaemeiM CBT;
HECAaHKIIMOHUPOBAHHBIX (MPOM3BEAEHHBIX C HAPYIIEHUEM YCTAHOBIEHHOIO
NopsA/IKa) M3MEHEHU B KOH(PUTYpalMU IMPOTPaAaMMHBIX WIH anmnapaTHbIX
cpencts UCII/IH;

OTKJIOHEHMH B HOpPMaJbHOM paboTe CHUCTEMHBIX U  MPUKIAJHBIX
IPOrpaMMHBIX CPEACTB, 3aTpyAHstomux skcmyartanuio CBT, Beixoga u3
CTpOsl WIM HeycToWuMBOro (yHkuuoHupoBaHusi y3moB CBT wm
nepu@epuitHbBIX YCTPOUCTB (CKaHepa, MPUHTEpa U T.I1.), a TaKkKe nepedoeB B
CUCTEME DIIEKTPOCHAOKEHHUS;

HEKOPPEKTHOTO (YHKIIMOHMPOBAHMS YCTAHOBJICHHBIX Ha KOMIIBIOTEPHI
TEXHUYECKUX CPEACTB 3aILUTHI;

HENpPeyCMOTPEHHBIX OTBOAOB KaOesel U MOAKIIOYEHHBIX YCTPOMCTB.

IToab30BaTenro KaTCropuieCKHu 3anpeimacrci:

UCIIOJIb30BaTh KOMITOHEHTHI MPOrPaMMHOIO U anmapaTHoro oOecredeHHUs
[I9BM B HecnyKeOHBIX LEAX;

CaMOBOJIbHO BHOCUTh KaKHe-TM00 U3MEHEHUS B KOH(PUTypaIuio anmnapaTHo-
nporpamMmubIx cpeacts UCIIJIH unn ycTaHaBIMBATh AOMOIHUTENIBHO JIIO0BIE
OpOrpaMMHBIE M alllapaTHbIE CPEICTBA, HE MPEAYCMOTPEHHBIE APXUBOM
JUCTPUOYTUBOB YCTAHOBJIEHHOTO MPOTrPAMMHOI0 00ECIICUEHUS;
OCyHIECTBIATh 00paborky II/IlH B mNpUCYTCTBUM TOCTOPOHHUX (HE
JOMYIIEHHBIX K JIAHHOW UH(POPMAIUH) JIUII;

3aMUChIBaTh U XPaHUTh KOHPHUACHUUATbHYIO HH(OpMaLKIO0 (COAEpKaIIyIO
CBE/ICHHUs OIPAaHUYEHHOI'O PacHpOCTPaHEHUs) Ha HEYUYTCHHBIX MAalllMHHBIX
HOCHUTENSAX MH(pOpMALMK (THOKMX MAarHUTHBIX IUCKaX U T.I1.);

OCTaBJIATh BKIIOYEHHBIM 0O€3 MPUCMOTpa KOMIIbIOTEpP, HE aKTHBU3UPOBAB
cpenctsa 3amuTel o1 HC/I (BpeMeHHY 0 OJIOKMPOBKY 3KpaHa U KJIaBUATYpPhl);
OCTaBJIATH 0€3 JIMYHOTO MPUCMOTpPA Ha paboyeM MecTe WM e Obl TO HU
ObUIO CBOE IMEPCOHAIBHOE YCTPONCTBO MACHTU(UKALNY, MAIIUHHbIE
HOCHUTENIM M pacleyaTKH, CojAeprKallue 3allUIlaeMyl0 HHPOpPMalHUIo
(cBEIeHHsI OTPAHMYEHHOIO PACTIPOCTPAHEHMS);

YMBIIIJIEHHO MCMOJb30BaTh HEAOKYMEHTUPOBAHHBIE CBOMCTBA M OLIMOKHU B
IPOrpaMMHOM OOECIEYEHUH WIIM B HACTPOMKAxX CPEJCTB 3alIUThl, KOTOPbIE
MOT'YT IPUBECTH K BO3HUKHOBEHUIO KPU3UCHOW CUTYallUy;

pa3memmath cpenctsa MCIIJIH Tak, 4TOOBI C HE CYIIECTBOBAIO BO3MOKHOCTH
BU3YaJIbHOTO CYUTHIBAHUSA UHPOPMALIUU.



2.8. AaMuHuCTpaTOp 0€30NMaACHOCTH (0TBETCTBEHHBII 32 3aIIMTY HH(OPMAIIUH)
00s13aH:

3HaTh COCTaB OCHOBHBIX M BCIIOMOTaTENIbHBIX TEXHUYECKUX CHUCTEM, U
cpenctB (nanee — OTCC u BTCC) ycTaHOBJIEHHBIX U CMOHTHPOBAHHBIX B
NCITIIH, mepedeHb MCIOb3yeMOro MPOrpaMMHOTO oOecriedeHus (manee —
I10) B UCII/1H;

KOHTPOJIUPOBATH LEIOCTHOCTh Medarei (IMmIomMO, 3alUTHBIX HAKJIEEeK) Ha
nepudepuitHoM o0opyaoBanuH, 3anuiieHHbIx CBT u npyrux ycrpoiicTBax;
NPOU3BOAUTh  HEOOXOAMMBIE  HACTPOWKH  TOACUCTEMBI  YIPABJICHHUS
noctynoM, ycranoBieHHbIX B UCII[u C3U or HCJI u conpoBoXaath ux B
IIpoLieCcCe IKCILTyaTalllU, IIPU ITOM:

peaNn30BbIBaTh IMOJHOMOYMS JOoCTyna (YTeHHe, 3aluch) IS KaXKJI0ro
MOJIB30BATENS K JJIEMEHTaM 3allUIIaeMbIX HH(POPMAIIMOHHBIX PECYPCOB
(aitnam, kaTasoram, MPUHTEPY U T.1.);

BBOJIUTH onucanus nonb3oBateneit UCIIIH B undopmanuonnyro 6azy C3U1U
or HC/J;

CBOEBPEMEHHO yIaJIsTh OMUCaHMsI MoJib3oBaTeneil u3 6a3pl nanubsix C3U npu
U3MEHEHHH CIKCKa AOMYIIEHHBIX K paboTe JIHII;

CBOEBPEMEHHO BHOCHTbh MU3MEHEHUS U JOIMOJHEHUS B CIIMCOK COTPY/IHUKOB,
nonymeHHbIX K padote B UCII/IH;

IIPOBOJIMTH UHCTPYKTAX COTPYAHUKOB — MOJIb30BATENIEH KOMIIBIOTEPOB MO
npaBwiIaM paboOThl € UCHOJIb3yeMbIMU TEXHHMYECKUMH CpPEIACTBAMU U
CHUCTEMaMH 3alUThl HHPOPMAIUH;

KOHTPOJIMPOBATh CBOEBPEMEHHOE (HE peke ueM OAuH pa3 B TedeHue 360
JHEW) TMpoBEICHUE CMEHbI TapoJied JUisl JIOCTyla IoJIb30BaTele K
koMmibloTepam u pecypcam UCII/IH;

o0OecrieynBaTh IMOCTOSHHBIA  KOHTPOJb  BBIMOJIHEHUS  COTPYIHUKAMU
YCTAaHOBJICHHOI'O0 KOMIUIEKCAa MEPOIPUATUNA IO 0OecieueHnI0 0€30MacHOCTH
unpopmaruu B UCI1H;

OCYHIECTBJISITh KOHTPOJIb TIOPAZIKA CO3JIaHMSI, Y4YeTa, XpaHEHUus W
UCIIOJIb30BaHUS PE3EPBHBIX U APXUBHBIX KON MAaCCHUBOB JIaHHBIX;
HACTpauBaTh U CONPOBOKIAATH MOJCUCTEMBI PErUCTPALMH U y4eTa JEeHCTBUN
noJsib3oBaresiei npu padore B UCIIH;

BBOAUTH B 0a3y naHHbIX C3U 0T HECAaHKIIMOHUPOBAHHOI'O 1IOCTYIa ONUCAHUS
COOBITHI, MOJIEKAIUX PETUCTPALMHI B CUCTEMHOM KypHAJIE;

IPOBOJINTh AHAJIM3 CUCTEMHOrO >KypHaja JUisl BBISBICHUS TOIBITOK
HECAaHKLIMOHUPOBAHHOIO JIOCTYIIA K 3alMIIAEMBIM pecypcam;
OpPraHM30BbIBAaTh MeuyaTh (ailioB TOJb30BaTENed Ha TMPUHTEpE W
OCYIIECTBIISATH KOHTPOJIb COOJIIOICHUS YCTAHOBJIECHHBIX MPABUII U TAPAMETPO
perucTpanuu u yuera 0yMaKHbIX HOCUTENEH HHPOpMALIUH.

ConpoBoKaaTh NOJACHUCTEMBI O0OECHEUYEHHs] LEIOCTHOCTH HH(OpManuu B
NCIIx;

nepuoanuecku TtectupoaTh ¢QyHkumu C3UW or HCJI, ocobenHo mpu
W3MEHEHNH NPOTPAMMHOM CPENBbI U MTOJTHOMOYHN UCTIOJIHUTEIIEH;



2.9.

BOCCTaHaBJIMBaTh MPOTPAMMHYIO Cpely, MpOrpaMMHBIE CpelcTBa U
Hactpoiiku C3U npu c6o0s1X;

BecTH JBe konuu nporpamMmubix cpencts C3U ot HC/l u koHTponupoBath
uX paboTOCTIOCOOHOCTB;

KOHTPOJIUPOBATh OTCYTCTBUE€ HA MArHUTHBIX HOCHUTENAX OCTAaTOYHOMN
uHGOpMAITH IO OKOHYAHUH pabOTHI TIOJIB30BaTENCH;

NEpUOAUYECKH OOHOBIISATh AHTUBHPYCHBIE cpeicTBa (0a3bl JIaHHBIX),
KOHTPOJIUPOBATH COOJIIOJIEHUE TMOJIb30BATENSIMUA TOPSAJOK M IpaBuiIa
IIPOBEJICHUSI aHTUBUPYCHOI'O TECTUPOBAHNS;

IPOBOAUTH pabOTy MO BBHISIBIEHUIO BO3MOKHBIX KaHAJIOB BMEUIATENbCTBA B
IpoLEecC (G YHKIIMOHUPOBAHUS NCIIu 151 OCYIIECTBJICHUSA
HECAaHKIIMOHUPOBAHHOI'O IOCTYIIA K HH(OPMALIUU U TEXHUYECKUM CpPEeICTBaM
BBIYHUCIIUTEIBHON TEXHUKH;

COIMPOBOXKATh MOACUCTEMY 3aIIlUTHl WHPOpPMAIMU OT YTEYKH 3a CYET
NOOOYHBIX JJIEKTPOMATHUTHBIX HW3IIYYEHHH M HaBOJIOK, KOHTPOJIUPOBATh
cobroieHue TpeOOBaHMM 10 pa3MEIIEHUIO U UCIIOIh30BAHUIO TEXHUYECKUX
cpeactB UCII/IH;

KOHTPOJINPOBATh COOTBETCTBHUE JTOKYMEHTAIBHO YTBEPKIEHHOTO COCTaBa
annapatHod W nporpammHoil yactu MCIIJIH peasibHbIM KOH(MUrypanusm
NCTIIH, BecTH y4eT u3MEHEHUH armapaTHO-MPOrpaMMHON KOH(UTypaInu;

o0ecrieynBaTh CTPOro€ BBHINOJHEHHWE TpeOOBaHMM MO 0OECTIeYEHUIO

Oe3omacHocTH  WHGOpPMAUUMM [P OpPraHM3alUMud  TEXHHYECKOro
oocnyxuBanusi UCII[IH u oTmpaBke ero B pPEMOHT (KOHTPOJIHUPOBATH
3aThpaHre KOH(GUIECHIUAIbHON MH(POpPMAllUd HA MArHUTHBIX HOCUTENSX C
COCTaBJICHHEM COOTBETCTBYIOLIETO aKTa);

NPUCYTCTBOBaTh (y4yacTBOBaThb) B paboTax MO BHECEHUIO HU3MEHEHUH B
annapatHo-nporpaMmmuyto kKoHpurypauuto MCIT/1H;

Bectu <«Kypnan yué€ra HewmrarHeix cutyauuid WMCII/IH, BbeImosHEHUA
npoumakTHYecKux padoT, YCTAaHOBKU MU MOAUGUKAIMHN MPOrPaMMHBIX
cpenctB Ha komnbrotepax UCITIa»;

NOJIEP/KUBATh YCTAHOBIIEHHBIN MOPSJIOK NPOBEACHUS AHTHUBUPYCHOI'O
KOHTPOJISL COrJIacHO TpeboBaHUAM Hacrosero [lonoxenuii B ciaydae oTkasa
CPEICTB M CHUCTEM 3allUThl HMHQOpPMAUMU MPUHUMATH MEPHI IO UX
BOCCTaHOBJICHHIO;

JTOKJIaJIbIBaTh OTBETCTBEHHOMY 3 3aIUTy HH(OpMAIIHU, OTBETCTBEHHOMY 32
skcruryaranmio MCIIJIH o0 HenpaBOMEpHBIX NEUCTBUAX I10JIb30BATENEH,
NPUBOSAIINX K HAPYIIEHUIO TPpeOOBaHUI 10 3alUTe HH(OPMALINK;

Bectu JokymeHTanmuio Ha WCIIJIH B cOOTBETCTBUM C TpeOOBaHUSIMU
HOPMAaTHUBHBIX JTOKYMEHTOB.

AIMMHHMCTPATOP 0€30MaCHOCTH W OTBETCTBEHHBI 3a  3alUTYy

UH(pOpPMALUU UMEIOT NPABO:
e TpeboBaTh OT COTPpYAHHKOB — monb3oBarened MCIIJJln — coOmonenus

YCTAHOBJICHHOM TEXHOJOTUU 00pabOTKU HHPOPMALUUU U BBINOIHEHUS



UHCTPYKIMI 10 obecrieueHnio Oe30MacHOCTH W 3auuTe HHopMmanuu B
NCIIx;

® YHUIMHUPOBATH TPOBEJCHUE CIYXKEOHBIX paccieloBaHuii 1o (akram
HapylI€HUsl  yCTAHOBJEHHBIX  TpeOOBaHUN  oOecreyeHus:  3alluThl,
HECAaHKIIMOHUPOBAHHOTO  JOCTYyMa, yTpaThl, MoAuUKaLW{, TOpPYU
3amuiaeMon nadopMauu u TeXxuuaeckux komrnonentos MCITH;

e TpeOoBaTh MpeKpauieHusi 00paboTKM MH(pOpPMAIMU B Cily4yae HapyLIECHUs
YCTaHOBJICHHOTO TMOpsAJIKa paboT WM HapylieHus (yHKIHOHUPOBAHMS
CPEJIICTB U CUCTEM 3alllUThl HHGOpMAIIUH;

e yYacTBOBAaTh B AaHAJIW3E CHUTYyalMi, Kacalomuxcsa (yHKIIMOHUPOBAHUS
CpEACTB 3aIUThI uHbOpMaITIH u paccineqoBaHus dakToB
HECaHKIIMOHUPOBAHHOTO JIOCTYTIA.

3. Ilopsaiok pe3epBHUPOBAHUSI M BOCCTAHOBJIEHUSI PA00TOCIIOCOOHOCTH
TEXHUYECKHUX CPeJICTB M MPOrPpaMMHOI0 odecnevyeHus, 6a3 TaHHbIX,
3amuInaeMoi HHGOPMALUM U CPEACTB 3aIUMThI HHpOPMaALIKH.

3.1. Tlopsgok pe3epBUpPOBaHHMS W  BOCCTAHOBJEHUS PabOTOCTIOCOOHOCTH
TEXHUYECKUX CPEACTB M NpOorpaMMmHoOro obdecnedeHus, 0a3 panusix u C3U
onpezensier JAeUcTBUs, cBs3aHHbie ¢ (QyHkimonupoBanuem WCII[IH, Mepwsl u
CpeAcTBa  MOMJIEPXKAHUS  HENPEPHIBHOCTU  PabOTBl M BOCCTAHOBJICHUS

paborocnocoonocTr UCII/IH.

3.2. llenpro pesarenvbHOCTH  sBAsercsa 3ammura diemeHTtoB  MCIIr ot
IpeAOTBPAIlCHUS TOTEPH 3allUIaeMoi HHGOpMAIUH.

3.3. 3amaun AeATEeILHOCTH:

e OmpejeneHrue Mep 3alUThl OT TOTEpU UHPOPMAIUH;

e OmpeereHue AeMCTBUIl BOCCTAHOBIICHHUS B CIIydae MOTEPH UHPOPMALIMH.
3.4. Tlopsinok eHcTBUS paclpOCTPAHAETCS Ha BCEX MOJb30BaTENel YUpEKICHUS,
uMeromux goctyi K pecypcam MCIIJIH, a Takke OCHOBHBIM CUCTEMaM 00ecTieueHUs
HEMPEPHIBHOCTU PAOOTBl M BOCCTAHOBJICHUSI PECYpCOB MPU BO3HUKHOBEHUU
ABApUMHBIX CUTYaLMd, B TOM YHCJIE:

® CHUCTEMBI )KM3HEO0ECIICUCHHUS;

® CHUCTEMBbI 0O0ECIICUCHUS] OTKAa30yCTOMYUBOCTH;

® CHCTEMbI PE3€PBHOI0 KOMMPOBAHUS W XPAHEHUSI TaHHBIX;

® CHCTEMBbI KOHTPOJISI (PU3HUECKOTrO JIOCTYTIA.

3.5. OTBEeTCTBEHHBIM PaOOTHUKOM 32 PearupoBaHUE HAa UHUUIAEHTHI O€30MMaCHOCTH,
NPUBOJIAIIME K MOTEpE 3aluiaeMoi nHpopMaIui, 1 3a KOHTPOJIb 00ecredeHus
MEPOIPUSATUN O MPEJOTBPAILICHUIO UHIMACHTOB O€30MaCHOCTH, MPUBOIAIINX K
notepe 3auunaeMon nupopmaium, IBisieTcs: AIMUHUCTPATOP OE30MACHOCTH.

e 3.6. [IpoucmectBue, cBA3aHHOE CO cOOEM B (PYHKIIMOHUPOBAHUU DIIEMEHTOB
NCIIIH, npenocraBngemMbix nonb3oBarensm HMCIIIH, a Takxe mnorepen
3ammiaeMoi mHpopManuu (manmee — MHIOUIEGHT), MOXET NPOU3OUTH B
pe3yJabTare: HenpeAHAMEPEHHBIX IEHUCTBUI MOJIb30BaTENEH.

® TpPEAHAMEPEHHBIX ACUCTBUMN MOJIb30BATEIEH U TPETHUX JIUII.

® HapyILIEHUs NPaBWI dKCIUTyaTanuu Texunueckux cpeacts MCII/x.



® BO3HUKHOBEHHUS BHEIITATHBIX CUTYallUd U OOCTOATEIHCTB HEMPEOIO0IUMON
CUJIBI.
Bce pelictBHs B @polecce  pearMpoBaHMs  Ha  MHOWAEGHT  JTOJMKHBI
JOKYMEHTUPOBATHCSI OTBETCTBEHHBIM 33 pearupoBaHue pabOTHUKOM B «XKypnaie
y4eTa HEITaTHBIX CUTYyaldii»
3.7. B Kparyaillime CpOKHM, HE MpPEBBILIAIONIME OJHOTO paboyero [JH,
OTBETCTBEHHBIE 332 pearupoBaHUE PAOOTHUKH YUPEKACHUS MPEANPUHUMAIOT MEPHI
0 BOCCTaHOBJEHUIO paborocnocoOHocTH. [IpeanpuHumMaemble Mepbl IO
BO3MOKHOCTH COTJIACYIOTCSI C BBIIIECTOSIIIMM PYKOBOACTBOM. [1o HEoOX0auMOCTH,
UepaApXus MOXET OBIThH HapylieHa, C LEJIBIO NOJTyYECHHS
BBICOKOKBAJIM(UIIMPOBAHHON KOHCYJIbTALIUN B KpaTYaWIINE CPOKH.
3.8. Bce kpuThyHBIE TOMELIECHUS YUYPESKIACHHUS (TMOMEIICHHS, B KOTOPBIX
pasmematorcst snmeMmentel MCIIJIH u cpeicTBa 3amurhl) mMpu HEOOXOIUMOCTH
JOJKHBI ~ OBITH  OOOpPY/AOBAaHBl  CPEACTBAMHM  TMOXKAPHOM  CHUTHAIW3alUU U
nokaporyuieHus. i BBIMOJIHEHHs TpeOOBaHUM 10 SKCILTyaTaluu (TeMIeparypa,
OTHOCHTEJIbHAS BIAKHOCTh BO3/lyXa) MporpaMMHo-annapaTHsix cpeacts MCII/IH B
NOMEILEHUSIX, T/I€ OHU YCTAHOBJIEHBI, JOJKHBI IPUMEHSATHCS CUCTEMbI BEHTUISIIUN
Y KOHJMIIMOHUPOBAHUS BO3]1yXa.
3.9. Jlna mnpenoTBpamieHuss NOTepbh MHPOPMALMU TPU  KPATKOBPEMEHHOM
OTKJIIOUCHHH DJJIEKTpOdHEpruu Bce KiroueBble 3neMeHtsl MCII/H, cereBoe u
KOMMYHHUKAIIUOHHOE O00OpyJl0BaHUE, a TakKe Haubojee KpUTHUHbIE padouune
CTAaHIMM MOTYT TOJKIIOYATbCS K CETU OJJEKTPOIUTAHUA Yepe3 HCTOYHHKU
OecriepeOoitHoro nuranus. B 3aBucuMocTH OT HEOOXOJUMOrO BpEMEHU pabOThI
pECypcoB ToOciie€ TOTEpU MUTAHUS MOTYT TPUMEHSATHCS CIEAYIOIIUE METObI
PE3EPBHOIO ANEKTPOIUTAHHUS:
® JIOKaJbHbIE HCTOYHUKU OecrnepeOOMHOro 3JeKTPONUTAHUS C Pa3IudHbIM
BPEMEHEM NUTAHUS JUIsl 3aLIUThI OTAEIbHBIX KOMIIbIOTEPOB;
® UCTOYHHMKM Oecrnepe0OiHOro MNHUTaHWs C JONOJHUTEIbHON (QyHKUMEH
3aIIUATHI OT CKAYKOB HAIPSIKEHUS;
e yOIUpOBAHHBIE CHUCTEMbl JJEKTPONHUTAHUS B YCTpPOWCTBaxX (CepBEpHI,
KOHLEHTPATOPbl, MOCTHI U T. 1.);
® pE3epBHBIE JIMHUM JJIEKTPONMTAHMS B IIpeieax KOMIUIEKca 30aHui;
® aBapuiHbIE YJIEKTPOr€HEPATOPHI.
3.10. Cuctemsl oOecrieueHns 0TKa30yCTOMYMBOCTH BKIOYAIOT TEXHOJIOTHUHU:
® KJIACTEpPU3ALINH;
e U30BITOYHBIX MACCUBOB HE3aBUCUMBIX KECTKUX AUCKOB RAID.
st obecnieyeHusi 0TKa30yCTOMYUMBOCTU KpUTHUUHBIX KoMroHeHToB WMCIIH npu
cOoe B paboTe 000pyTOBaHUS U X aBTOMAaTHUECKOMN 3aMEHBI O€3 ITPOCTOEB JIOJDKHBI
UCIIOJIb30BAThCS METOMBI KJIacTepu3aluu. MOryT HCIOJIB30BaThCSA CIEAYIOLIUE
METO/IbI KJTacTepHU3aliy: sl Hanbosee KpUTHIHBIX KoMITOHeHTOB MCIT/IH nomkHbI
UCII0JIb30BAaThCSl TEPPUTOPHUAIIBHO YIaJIEHHBIE CUCTEMBI KJIACTEPOB.
JUist 3ammTBl OT OTKAa30B OTAENIbHBIX JHCKOB CEPBEPOB, OCYILIECTBIISIOIINX
00pabOTKy M XpaHEHHE 3alluIiiaeMod HHQOpPMAIUH, JOJDKHBI HCIOJIb30BATHCS
texHosoruu RAID, kotopsie (kpome RAID-0) npumMensatoT n1y0oaupoBaHue TaHHbIX,



XpaHUMBbIX Ha JIUCKaX.
3.11. Cucrema pe3epBHOrO KOMHPOBAHUSI U XPAHEHHS] JaHHBIX JIOJDKHA
o0OecrieynBaTh XpaHEHUE 3alluiaeMoil WHGOpMAIMM Ha TBEPAbIH HOCHUTEH
(PKECTKUU TUCK, ONTHUYECKUN TUCK U T.IL.).

Pe3epBHOE KONMMpOBAaHME M XpaHEHUE JAHHBIX JOJDKHO OCYLIECTBIISTHCS Ha
IEPUOANYECKON OCHOBE:

e s 00pabaThIBa€MBIX MEPCOHATBHBIX JAHHBIX — €KEHENEIHbHOE PE3epPBHOE
KONUPOBAHUE C COXpaHEHHWEM Komuil Ha (¢GalIoBOM cepBepe WU
pobotusupoBanHoi 6ubamorexke LTO ¢ MOCTOSHHBIM XpaHEHHEM HE MEHEe
YEThIPEX MOCIEAHUX BEPCUN PE3EPBHBIX KON,

® ]ISl TEXHOJIOTMYECKOM nHpopManuu — He pexe 1 paza B 6 Mecsles;

® DSTaJOHHbIE KOMHMHU MPOrpaMMHOro obecrieueHus (orneparnrvoHHbIE CUCTEMBI,
LITATHOE M CHEUAJIBHOE MPOrpaMMHOE OO0€CHeYeHHe, IMPOrpaMMHBIE
CPENCTBA 3alIUThI), C KOTOPBIX OCYIIECTBIISIETCS UX YCTAHOBKA HA 3JIEMEHTHI
NCIIJr — He pexe | pa3a B 6 mecsAleB, U KaXAbld pa3 IPU BHECEHUH
WU3MEHEHMI B 3TAJIOHHBIE KOITUH (BBIXOJ HOBBIX BEPCUI).

3.12. CbheMHbIE HOCUTENM, Ha KOTOPBIE NMPOU3BEICHO PE3ECPBHOE KOMHPOBAHUE,
JOJDKHBI  OBITh NPOHYMEPOBAHbI: HOMEPOM HOCHUTENS, JaToO MpOBEACHUS
PE3EPBHOrO KOMMMPOBAHUSI.

Hocutenu nomKHBI XpaHUTBCS B HECrOpaeMoM IIKady WM TOMEIIECHUH,
000pyZOBaHHOM CHCTEMOW IMOXApOTYWIEHHUs] (110 BO3MOXHOCTH B 3J1aHUH,
TEPPUTOPUATILHO yIAJIEHHOM OT 3/1aHusi B KoTropoM paszmemaercs UCIIn).

3.13. OTBETCTBEHHOCTHh 3a MPOBEIECHUE MEPONPHUATHN IO BOCCTAHOBICHHIO
paboTOCTIOCOOHOCTH TEXHUYECKHUX CPEACTB W IMPOrpaMMHOro oOecriedeHus 6a3
JAHHBIX BO3JIAraeTcsl Ha aIMUHUCTPATOpa 0€30MaCHOCTH.

OTBETCTBEHHOCTh 3a IPOBEIECHHUE MEPOINPHUATHA 110 BOCCTAHOBJIEHUIO CPEJICTB
3amuThl nHGopManuu (nainee — C3W) Boznaraercs aiMUHUCTpaTOpa O€30MaCHOCTH.

4 Tlopsinok kKoHTPOJIst 3amUThl HH(popManuu B UCII/IH u npuocTaHoBKHU
npenocrapjieHus [1/IH B ciryyae o0HapykeHUs HAPYLIEHU A MOPSIAKA UX
npegocrasjieHus1. [lopsaaok pa3ouparebCTBa M COCTABJICHHUS 3aKIIOYECHUI 110
(paxkTam HecoOJII01eHUA YCIOBHH XPAHEHUsI HOCHTeJIel MepPCOHATbHBIX
JAHHBIX, HCIOJIB30BAHUS CPEICTB 3alMThI MHGOPMaNUM ¥ IPUHATHE Mep 10
NpeI0TBPALIEHNI0 BO3MOKHBIX ONACHBIX MOCJICACTBUM.

4.1. Konrpounb 3amutel uapopmanuu B UCIIIH — koMIIeKC OpraHu3allMOHHbIX U
TEXHUYECKUX MEPONPHUATHI, KOTOPBIE OPraHU3YIOTCS U OCYILIECTBIIIOTCS B LEIAX
IPEYIPEKICHUS U IIPECEYEHUS BO3MOXKXHOCTH ITOJIyYEHUS TIOCTOPOHHUMM JIMLAMU
OXpaHsEMbIX CBEICHHI, BBISBICHUS U NMPEAOTBPALIEHUS YT€UKU WH(YOpMALUHU I10
TEXHUYECKUM KaHajlaM, MCKIIOYEHHsS WM CYIIECTBEHHOIO 3aTpyIHEHHUs
HECAaHKIIMOHUPOBAHHOr O AOCTyNa K MHPOpPMaLUY, XUIIEHHUS] TEXHUYECKUX CPEACTB
U Hocutrenell uHpoOpMaLUU, MPEIOTBPALEHUS CHEUUAIBHBIX POrpaMMHO-
TEXHUYECKUX  BO3JECUCTBUI,  BBI3BIBAIOLIMX  HAPYIICHHE  XapaKTEPUCTHUK
6e3omacHocTH HH(pOpPMAIIUN UK pabOTOCIIOCOOHOCTH CUCTEM MH(GOPMATH3AINH.

4.2. OCHOBHBIMHM 3a/1a4aMH KOHTPOJIS SIBJISIFOTCSL:



® [IpOBEpPKAa OPraHU3aIMHU BBIMOIHEHUS MEPONIPUATHH M0 3a1IUTe HHPOpMaLUU
B yuypexJeHuu, yuyéra TpeOoBaHMI 1O 3ammre UHpOpMauuu B
pa3pabaThIBaEMbIX TUIAHOBBIX U PACIIOPSIUTEIBHBIX TOKYMEHTAX;
® BbLIBIICHUE JEMACKUpYIOuX npu3HakoB 00bekToB MCIT/IH;
® VYTOYHEHUE 30H IMepexBara oOpabdaTbiBaeMOM Ha 00BEKTax HH(POpPMALMH,
BO3MOXKHBIX KAaHAJIOB YTEUKHM HHGPOpMALMU, HECAaHKIHMOHUPOBAHHOIO
JOCTyIa K HeW U TPOrpaMMHO-TEXHUYECKUX BO3JEHCTBUN HA UH(OPMAIIHIO;
® [IpOBEPKA BBINOJHEHUSI YCTAHOBJIEHHBIX HOPM M TpPEOOBaHUM MO 3alllUTe
UHPOpMAIMU OT YTEUKU MO TEXHUYECKUM KaHajlaM, OIIeHKa JOCTaTOYHOCTH
U 3QHEKTUBHOCTH MEPONPUITHI MO 3alIUTE UH(DOPMAIUY;
e [poBepka BbIIONIHEHUs  TpeOoBanud mno 3amure HWCIJH ot
HECAaHKLMOHUPOBAHHOIO IOCTYIIA;
® [IpOBEpKa BBINOJIHEHUS TpPeOOBaHUM 1O  AHTUBUPYCHOM  3aluTe
ABTOMAaTU3UPOBAHHBIX CUCTEM U aBTOMATU3HPOBAHHBIX pa0OYUX MECT;
® TpoBepKa 3HAHUN PaOOTHUKOB IO BOMPOCAM 3aIUThl UHOOPMALMUA U UX
COOTBETCTBUS TPEOOBAHUSAM YPOBHS MOJATOTOBKH ISl KOHKPETHOT'O pabovero
MECTa;
® ONEpaTUBHOE MPUHATHE MEpP MO TMPECECUCHUI0 HAPYIICHHH TpeOoBaHU
(HopMm) 3amutsl uHGopmaruu B UCI/IH;
Pa3zpaboTka npenioxkeHuii o yCcTpaHeHuo (0CIabIeHUI0) TeMaCKUPYIOIIIX
NPU3HAKOB U TEXHUYECKUX KAHAJIOB YT€UKU UH(POpMAIUH.
4.3. KoHTpo:is 3a1uThl HHPOPMAILIUU TPOBOJUTCS C YYETOM PEaJIbHbBIX YCIOBHH MO
BCceM (U3MYECKUM IIOJISAM, IO KOTOPHIM BO3MOXKEH IepexBaT HH(popMaluy,
nupkyaupyomieid B UCIIJIH yupexaeHus, 1 OCYHIECTBIISIETCS MO OOBEKTOBOMY
OPHUHIMITY, IPU KOTOPOM Ha OOBEKTE OJHOBPEMEHHO MPOBEPSIOTCS BCE BOMPOCHI
3amuThl  MHQopMmanuu. IlepedeHb KaHamOB yTEUKH YCTAHABIMBAEeTCS B
COOTBETCTBHH C MOJEIBIO YIPO3.
4.4. B x011€¢ KOHTPOJISI IPOBEPSIIOTCS:
® COOTBETCTBUE MPUHATBIX Me€p MO  O0ecHeyeHur0  Oe30MacHOCTH
nepcoHadbHbIX JaHHBIX (Hanee — Ob [1/1n);
® CBOEBPEMEHHOCTh M TOJHOTA BBINOJIHEHUS TpPEeOOBAaHUN HACTOSLLETO
[Tonoxenus u gpyrux pykopoasmux nokyMeHToB Ob I1/1H;
® [I0JIHOTA BBISIBJICHUS JJEMACKUPYIOLIUX MPU3HAKOB OXPAHAEMbIX CBEICHHI 00
O0BEKTaxX 3alUThl W BO3MOXHBIX TEXHUYECKHX KAHAJIOB YTEUKH
uHbOpMaIi, HECAaHKIIMOHWPOBAHHOTO JOCTYNa K HEH M MPOrpaMMHO-
TEXHUYECKUX BO3JIEHCTBUI HAa HH(POpMALIHIO;
e 5pPEeKTUBHOCTh NPUMEHEHHUS  OpPraHM3AI[MOHHBIX W  TEXHUYECKUX
MEpPOIPUSTUHN IO 3aIIUTe UHPOPMALIUK;
® YCTpPaHEHHE PAHEE BBISIBJICHHBIX HEJOCTATKOB.
Kpome TOro, MOryr mpOBOAUTHCS HEOOXOJUMBIE M3MEPEHUS U PacueThl
NPUTJIAIICHHBIMA JUISI 3THUX LEJIeW CHEeHNHAINCTaMU OpPTraHU3alud, HUMEIOLEn
cootBercTBYyromMe auneH3nu PCTIK Poccun.
4.5. OCHOBHBIMH BHJIaMH TEXHHUYECKOTO KOHTPOJS SBIAIOTCA BU3yaJIbHO-
ONTUYECKHUI KOHTPOJIb, KOHTPOJIb 3(PPEKTUBHOCTHU 3aIUTHI HHPOPMALIUU OT YTEUKHU



M0 TEXHUYECKUM KaHajlaM, KOHTPOJIb HECAHKIIMOHMPOBAHHOTO JIOCTyIa K
uHGOpPMAITIH B IPOTPAMMHO-TEXHIHYECKUX BO3JICUCTBHUI Ha HH(POPMAIIHIO.
4.6. TlomyueHHble B XOA€ BEIEHUSA KOHTPOJIS pe3ynbTaThl 00pabaThIBAIOTCS U
AQHATTM3UPYIOTCS B IEISAX OMNPEACNICHUS JOCTATOYHOCTH U A(PPEKTUBHOCTU
NPEANUCAaHHBIX MEp 3amuThl WHGOPMAIMK W BbIABICHUS HapymieHud. [lpu
OOHapy>KeHMM HapylleHUH HOpM M TpeOOBaHMU MO 3amuTe HHpOpMaLUU
aIMUHUCTPATOP OE30MAaCHOCTH JOKJIAIBIBACT PYKOBOJIUTENIO IS MPUHATUS UMU
pelieHust O  MpeKpameHud  o0padoTku  uHGOpMAMU W MPOBEACHMUS,
COOTBETCTBYIOIIMX OPTraHU3allMOHHBIX W TEXHUYECKUX MEp IO YCTPAHEHUIO
HapyiieHusi. Pe3ynbrarbl KOHTPOJS 3alUThl HHPOpMauu 0QOpMIISIIOTCS aKTaMu
a100 B COOTBETCTBYIOIIMX KypHaAIaxX yueTa pe3yibTaToB KOHTPOJIS.
4.7. HeBbllOTHEHHE TPEANUCAHHBIX MeponpudaTtuil no 3amure [1/IH, cuutaercs
NPEINOChUTIKON K yTeuKe HH(popMaIuu (J1ajnee — npeanochbuiKka).
[To xax 0¥ MpeAnOChIIKE J1sl BHIACHEHUSI OOCTOSATENBCTB U MPUUUH HEBBITTOTHEHUS
YCTaHOBJICHHBIX TPEOOBAHUM MO YKa3aHUIO PYKOBOJUTENS WU OTBETCTBEHHOTO 32
3aIIUTY UHPOPMALIMK POBOJAUTCS PaCCIEIOBAHUE.
Jlns mpoBeleHUs paccleqOBaHMs HAa3HAYaeTCsl KOMHUCCHUS C MPUBJICYECHUEM
agMUHHUCTpaTopa 6e3onacHocTu. Komuccust 00s13aHa yCTaHOBUTD, UMeNIa JIM MECTO
yTeuKa CBEACHUH, M OOCTOATEIbCTBA €U CONMYTCTBYIOIIHME, YCTAHOBUTH JIMIL,
BUHOBHBIX B HapyIICHUH MPEINMCAHHBIX MEPONPHUITHI 10 3alIUuTe HHPOpPMAIIUH,
YCTAHOBUTH MPUUYUHBI U YCIIOBHUSI, CIIOCOOCTBOBABIIINE HAPYIIECHUIO, U BBIPaOOTATh
peKoMeHAalMu 1o UuX YycTrpaHeHuto. Ilocie OKOHYaHHSI —paccieqOBaHUS
PYKOBOJIUTENH MPUHUMAET pElIEHUE O HAaKa3aHUU BUHOBHBIX JIMIl U HEOOXOJIUMBIX
MEPOMNPUITHUAX MO YCTPAHEHUIO HETOCTATKOB.
4.8. Benenue KOHTPOJIA 3a1IUTH UHYOPMAIIUU OCYIIIECTBIISIETCS MMyTEM MPOBEICHUS
NEePUOIMYECKUX, TUIAHOBBIX M BHE3AMHBIX MPOBEPOK OOBEKTOB  3aIUTHI.
[lepmonuueckne, TUTAHOBBICE W BHE3AITHBIE MPOBEPKU OOBEKTOB YUPEIKICHUS
NPOBOJSITCS, KaK MPaBUIO, CUJIaMH aJIMUHHCTpaTopa Oe3omacHOCTH U (WIIK)
OTBETCTBEHHOTO 3a 3amuTy HHGOpPMAIMU, B COOTBETCTBUHM C YTBEPKICHHBIM
IJIAHOM WJIM 110 COTJIACOBAHUIO C PYKOBOJIUTEIIEM.
4.9. OngHoit u3 ¢GopM KOHTPOJS 3allUThl MHGOPMAIUU SBISETCS OOCIEIOBAHUE
o0nvextoB UCII/Ia. OHO TPOBOIUTCS HE peXKe OJTHOTO pa3a B roj pabodeit rpymmon
B COCTaBe aJMUHHUCTpaTopa OE€30MaCHOCTH, OTBETCTBEHHOIO 3a 3allUTy
uH(pOpMAINM, OTBETCTBEHHOTO 3a JKCIDTyaTanuio oOwhekta. Jlms obcienoBanus
NCIIJn moxeT npuBiekaTbes opranu3zanusi, umeromas uien3no ®CTIK Poccun
Ha JIEATETLHOCTD 110 TEXHUYECKOU 3a1uTe nHpopMaruu.
4.10. O6cnenoanne VCIIJIH mpoBOIUTCA € LETBIO ONMPENENeHUsS COOTBETCTBUS
MOMEIIIEHUI, TEXHUYECKUX M MPOrPAMMHBIX CPEICTB TPeOOBaHUSM IO 3aIUTE
uH(pOpMaIK, YCTAHOBIEHHBIM B «ATTECTaTe COOTBETCTBUA» U(WIIH) TPEOOBaHUSAM
10 0€30MaCHOCTH MEPCOHATBHBIX JaHHBIX.
4.11. B xoae o0OcnenoBaHus MPOBEPSIETCS:

® COOTBETCTBME TEKYLIUMX YCIOBUUA (PYHKUMOHUPOBAHHS OOCIEAYEMOIO

oowvekta UCII/IH ycmoBusiM, CII0KUBIIMMCSA HA MOMEHT TIPOBEPKH;
e COOMIOJICHNE OpraHU3AlMOHHO-TEXHUYECKUX TpeOOBaHUN IMOMEICHUH, B
kotopeix pacnionaraercs UCII/H;



® COXpPaHHOCTh Te4aTeu, MIOMO Ha TEXHUYECKHUX CpeICTBaxX IMepeaadyd U
00paboTkH MH(pOpPMALUK, a TAKKE HA YCTPOMUCTBAX MX 3aLIUThI, OTCYTCTBUE
MOBPEXKJECHUN SKPaHOB KOPIYCOB ammapaTypbl, o0osodYeK kabened U ux
COCAUHECHMH C IIIMHAMU 3a3E€MJICHUS

® COOTBETCTBUE BHIMIONHIEMBIX Ha 00BbekTe MCITJIH MeponpusiTuii 1o 3amure
uHGOpMAIK TaHHBIM, U3JI0’)KEHHBIM B HACTOSIIIEM TOJIOKEHUH;

® BLINIOJIHEHHE TPEOOBAHMI MO 3amuTe HWHOOPMAIMOHHBIX CHUCTEM OT
HECAaHKIIMOHUPOBAHHOIO JIOCTYIIA;

® BBITNOJHEHHE TPEOOBAHUI IO AHTUBUPYCHOM 3aIlIUTE.

4.12. Jlna BBIABIECHUS PaaUOIIEKTPOHHBIX YCTPOMCTB M MPOBOAOB HEU3BECTHOIO
Ha3HA4YEHUs, IPEJHAMEPEHHOI0 HAPYIIEHUS 3alIUTHBIX CBOMCTB 00OpPYIOBAaHMS, a
TaK)Ke HE MPEAYyCMOTPEHHBIX MPABHIIAMH KCILTyaTalliy OTBOOB OT 000PY/1I0BaHUSA
U COCIMHUTENIbHBIX JIMHUM, MPOJOKEHHBIX B BBIIEICHHBIX M 3aIMIIAEMBIX
HNOMEUIEHUX, @ TAaK)Ke APYTruX HAPYLIIEHUH U CIOCOOOB BOSHMKHOBEHMS KaHAJIOB
yTeUKH UHPOPMALIMK HEOOXOUMO:

® TIHIATEIHHO OCMOTPETh MeOelb, CYBEHHpPHI (OCOOEHHO WMHOCTPAHHOTO
POU3BOJICTBA), OOOPYIOBaHUE, YCTAHOBIEHHOE B OTOM IOMEIICHUH,
OCBETHUTEIIbHYIO almapaTypy, HUIIM OTONUTEIbHBIX OaTapel, IITOPBHI,
OKOHHBIE IIPOEMBI U T.1.;

® BCKPBITh U OCMOTPETh PO3ETKH, BBIKIIFOYATEIN OCBETUTEIBHON CETH, JIIOKU
BEHTWISIIUU U KaHaJIbl CKPBITON MPOBOJKY;

® [IPOBEPUTH KAYECTBO YCTAHOBKH CTEKJIONAKETOB OKOHHBIX ITPOEMOB;

® [IPOBECTH annapaTypHyr MPOBEPKY MOMEIIEHHUS] HA OTCYTCTBHE BO3MOXKHO
BHEJPEHHBIX JJIGKTPOHHBIX YCTPOMCTB TmepexBaTa HWHpopMaumu (mpu
HAJIMYUM COOTBETCTBYIOLIEH ammapaTypbl), HpU HEOOXOJUMOCTHU IS
NPOBEICHUs JaHHBIX BHUIOB pabOT MOTYT MPHUBIEKATHCS OpraHHU3allvy,
uMeromue coorsercrpyromue aureH3nu PCh Poccnn.

4.13.  TocynapCTBEHHBI  KOHTPOJb  COCTOSIHUS ~ 3alIMThl  HH(OpMaLuu
ocyuiecTBisiercss DenepanbHOM CHYyKObl MO TEXHUYECKOMY U HKCIOPTHOMY
koHTpoito Poccun u denepanbHoii cnyx0Ooi 0e3onacHoctu Poccun B pamkax ux
IIOJIHOMOYMN B COOTBETCTBUU C JACHUCTBYIOLIUM 3aKOHOIATEILCTBOM Poccuiickoi
@®enepauuu. JlocTyn mnpeacTaBuTeNneil  yka3aHHBIX —(eAepalibHbIX  OpraHOB
UCTIOJHUTENFHOW BJIAaCTH Ha OOBEKTHI U MPOBENCHUS MPOBEPKH, a TaKkKe K
paboTaM U JOKyMEHTaM B 00beMe, HEOOXOIUMOM JIJIsl OCYILECTBICHHUSI KOHTPOJI,
o0OecrieynBaeTcsd B YCTAaHOBIEHHOM MOPSJAKE MO MPEAbSIBICHUU CIYKEOHOTO
yIOCTOBEPEHHS COTPYIHUKA, & TAKKE IOKYMEHTA YCTaHOBJIEHHOU (DOPMBI HA TIPABO
IPOBEJICHHUS TPOBEPKHU.

4.14. Knaccudukanus Hapymennit 3amurtst [1/]x

Hapyiienus, cBsi3aHHbIe ¢ BBIIOJIHEHUEM TPEOOBAHUM PYKOBOMSIIUX JOKYMEHTOB
o 6e3omacHocTH MHGOPMAIINH, C IPUMEHEHHUEM CPEJICTB 3alUThl HH(OPMAITUHU U
pa3rpaHUYEHHUEM JOCTYMA, MCIOJIb30BAHUEM TEXHUYECKOIr0, MPOrpaMMHOIO
oOecrieyeHuss MH(POPMALMOHHBIX CHCTEM, IO CTENEHM UX  OMNACHOCTH
1eIeco00pa3Ho pa3enuTh Ha:

e HapyuieHus | - oil kaTeropuu;



® HapylleHus 2 - Ol KaTeropuu;

® HEKAaTeropupOBaHHbIE HAPYIICHUS.

K napymenusm 1-oif KaTeropuu OTHOCSTCS HapyIIEHUS, TOBJEKIIHE 3a COOOMU
pasriaiieHue (yTeuky) 3alluiaeMbIX CBEICHUH, yTpaTy OyMakKHbIX JOKYMEHTOB U
MarHUTHBIX HOCUTENEN uHdopMaIuy, YHUUTOXKECHUE (uckaxeHue)
UH(GOPMAIIMOHHOTO M MPOTrPaMMHOTO OOECIEYeHHs, BBIBEJICHUE U3 CTPOs
TEXHUYECKUX CPEACTB.

K napymenusim 2-oif KaTeropuu OTHOCATCS HApYIIEHHs, B PE3YJIbTAaTE€ KOTOPBIX
BO3HHUKAET BO3MOXKHOCTH pa3rijamieHus: (YTeUKH) 3allUIIaeMbIX CBEICHUN WU
yTpaThl OyMaXKHBIX JIOKYMEHTOB W MAarHUTHBIX HOCUTENEeH WHQpOpMaIny,
YHUUTOXKEHUS (MCKaKEeHHS) WH(DOPMAIMOHHOTO W MPOrPaMMHOI0 OOecTeueHus,
BBIBEJCHUS U3 CTPOSI TEXHUUECKUX cpencTB. OcTalbHbIE HAPYILIEHUs, HE BOIIEIIINE
B [IEPBYIO U BTOPYIO KaTETOPUH, OTHOCSTCSI K HEKATErOPUPOBAHHBIM HaPYILICHUSIM.
Hapywenusa 1-oii kamezopuu:

e yTpaTta OyMa)XHbIX JOKYMEHTOB W MAarHUTHBIX HoOcuTelned uHbopmalnuu,
coJiep KaIux oxpaHsieMble (KOHPUACHITNATbHBIC) CBEICHNUS;

e JelCTBUA pPaOOTHUKOB CTPYKTYPHBIX IMOJApA3JEICHUM, TMpHUBEIIINE K
UCKOKEHUIO WM Pa3pyLICHUIO OXPAHSIEMBbIX CBEAEHUH WU HWHBIX
3aIIHIIAEMBIX PECYPCOB;

e YyMBIIUIEHHas  pa3paboTKa,  HCHOIB30BAaHME U PaACIpOCTpaHEHHUE
BPEIOHOCHBIX MporpamMm (mporpamMm - BHPYCOB M T. IL.), a TaKxke
HEIMpeIHAMEPEHHbIE (110 XaJaTHOCTH) BUHOBHBIE JEWCTBUS, MPUBEAIINE K
UCIOJIb30BAHUIO U PACHPOCTPAHEHHUIO TAKUX MTPOrPAMM;

® HECaHKIMOHMPOBAaHHAs KOPPEKTUPOBKA aIPECHON MH(POPMALIMH MapIIPyTOB
U TyT€l KOMMYTallUM TEXHHYECKHUX CPEACTB IOJIb30BATENICH [aHHBIX M
COO0IIEeHUI B THPOPMALIMOHHBIX CETSIX;

® KOMIIPOMETAITUS CPEICTB 3alTUTHI HH(DOPMAITUH;

® HECaHKIIMOHMPOBAHHBIN JOCTYM K 3alIUIIIaeMOi HHPOPMAIIUK;

® HECaHKI[MOHMPOBAHHbIE JEUCTBUS PaOOTHUKOB, HalpaBlICHHbIE Ha cOOp,
HAKOIUIEHUE U 00001LIEHNE OXPaHSEMbIX CBEICHMIA.

Hapywenusa 2-oii kamezopuu:

e KOMIIPOMETALUSA [1apOojeH;

® HECBOEBPEMEHHas 3aM€Ha Mapojedl W HIECHTU(PHUKATOPOB MpU HX
KOMITIPOMETAIINH;

® BbBIBOJ MH(POpPMAIIMU, COAEPKAIICH OXpaHsIeMble CBEICHUsI, HA HEYYTCHHbIC
HOCUTEIU MH(OPMAIIMKU U MAIlTUHHBIE JOKYMEHTHI;

® HECAaHKIMOHMPOBAHHOE  BHECEHHME  MU3MEHEHHW B  MPOrpaMMHOE
uHpOopMaIMoHHOE o0ecrieueHrne HH(HOPMAITMOHHBIX CHCTEM;

® HECaHKI[MOHMPOBAHHOE OTKJIIOYEHHUE CPEJICTB 3allUThl HH(OPMALIHH;

® CaMOBOJIbHOE OTKJIOYEHUE CPEJICTB AHTUBUPYCHOM 3aIUTHL;

® HECAHKIIMOHUPOBAHHOE MOJKIIOYEHUE K BHIYUCIUTEIILHON CETH HEIITATHBIX
TEXHUYECKUX CPEACTB 00paboTku uHpOpMaIuu (Hampumep, JIMYHBIX
MOPTATUBHBIX KOMITBIOTEPOB U T.IL.);



BXOJI B CUCTEMY B 00X0]1 cucTeMbl 3aiuThl (3arpyska OC ¢ udii-kapTsl Win
3arpy3ounoro CD);

OTCYTCTBHE pa3rpaHUyeHUs JocTyna K UWHGOpMAIUU, COAepKaien
OXpaHseMbI€ CBEIECHHS W 00pabaThiBaéMOW B MHOI'OMOJb30BATEIHECKOM
pexumMme, rpu padore no texHosnoruu "Knuent-Cepsep', a Takke J0CTyma U3
Ipyrux HWHGOPMAIMOHHO - BBIYMCIUTEIBHBIX CETEH MO KaHaiam
KOPIIOPATUBHOW WJIM OTKPBITOMN CETH;

HapylIeHUEe TMOpsJKa ydeTa, XpaHEHUs U OoOpalleHuss CcO CpEeACTBAMHU
pasrpaHUUYCHHMS JOCTYIAa K HH()OPMAIIHH.

[Tepedenn kKaTEropupOBAaHHBIX HAPYIIEHUN JOJKEH €KETOTHO KOPPEKTUPOBATHCS U
JIOBOJIUTHCA 10 BCEX PAOOTHUKOB, pa0OTAIOIINX C 3aIIUIIAEMBIMHI PECYPCAMH.
4.15. OnepaTuBHas peakiys Ha HAPYIICHUS pekruMa 0€30MacHOCTH:

paOOTHUKM  00s13aHBI  HEMEMJIEHHO yBEAOMIIATH  HEMOCPEACTBEHHBIX
PYKOBOAMTENEH U OTBETCTBEHHOI 0 3a o0ecnieuenue 0ezonacHoctu [1/{H numa
0 Ciyyasx HapyLIeHWs 3aluThl WM 00 OOHapYKEHHBIX YA3BUMOCTSIX
(cmaboctsax) B MH(OPMAIMOHHBIX CUCTEMAX U CPEICTBAaX 3allUTHI;

GyHKIIMM CBOEBPEMEHHOM U aJeKBATHOW pEaKIMW Ha BbISABICHHbIE
HapymieHust 3amuthl [[J[H, TpeOyroumux onepaTUBHOIO pearupoBaHus,
HampuMep, TaKuxX Kak OOHapy)XeHHE W HeUTpalin3alus BTOPKEHUI XaKepoB
WIM BHEJIPEHUE MPOrPaMMHBIX BUPYCOB, BO3JIAraloTCsl HA AJMUHUCTpATOpa
UCITJn u Anmunuctpatopa Oe3zonacHoctu MWCII[H. Ot paboTHUKH
JIOJIKHBI OBITH JIOCTYITHBI B T€YEHUE Pa00Yero BpeMeHH (JINUHO, 10 TeIePOHY
WIH 3JIEKTPOHHOM MOYTE);

pabOTHUKH YUPEXKACHHUS JOJKHBI 0OpalaThCsd K HUM IMPU OOHAPYKEHUU
IIPU3HAKOB HapyweHus 3amuThbl [IJ[H B COOTBETCTBUM C YCTaHOBJICHHOU

MPOLIEAYPOM.

4.16. PaccnenoBanve MHIMECHTOB, CBA3aHHbIX ¢ HapymieHusMu 3amuthbl [11a: Tlo
KaKJOMY HHIIMJCHTY, CBSI3aHHOMY C HapyuieHueM 3amuThl [[J[H B yupexaeHuu,
JIOJDKHO — MPOBOJMTHCA — pacciienoBaHne. (OTBETCTBEHHOCTh 3a  IPOBEIACHHUE
paccieaoBaHus BO3JIaraeTcs Ha JIMI] OTBETCTBEHHBIX 3a 0OecreueHrne 0€301acHOCTH

I11H.

B pesynbrate paccienoBanus HeOOXOIUMO ONPEICIINTD:

Hapymurtens (HapymuTeneit) 3amutsl [1/]H;

KaTEeropuio HapyIIeHHs U BEIMUYMHY HAHECEHHOT o yiep0Oa (€Ciu OH eCTh);
MPUYUHBI, IPUBEAIINE K HAPYIICHUIO;

MEPBl U CpEICTBA, HEOOXOAMMBIE JUIsl JIMKBUAALMU HEXKEIATEIbHBIX
MOCJICJICTBUH;

MEpBI U CPEJCTBA, HEOOXOAUMBIE JUISl IMKBUAALIMH WM OCITA0JICHHS TIPUYKH,
NPUBEAIINX K HAPYIIEHUIO, YTOOBI MOJ00HBIE HAPYIIICHUS HE TTOBTOPSUIHCH B

OymyIiem.

Pe3ynbpraTel pacciieqoBaHus JOJKHBI  OQOPMIISITECA JTOKYMEHTalbHO. Bun
HapyILIEHUs, €CIM TaKOBOI'O HE ObUIO paHee, JOKEH ObITh BKIIOUYEH B MEpPEUEHb
KaTeropupoOBaHHbIX HapyIIEeHUM 110 3amuThl [1/1H.



5 Ilopsinok o0yueHus nepcoHasa npaktuke padorsi B UCII/In B yactu
o0ecrneuyeHus1 0€30MACHOCTH NMEPCOHAIbHBIX JAHHBIX

5.1. Tlepen naganom pa6otsl B MCIIJIH monp30BaTeNny MOJDKHBI 0O3HAKOMHUTBHCS C
WHCTPYKUHSIMUA TIO0 HUCIIOJIB30BAHUIO MPOTPAMMHBIX U TEXHHYECKHX CPEICTB, MO
UCTIOJIb30BAHUIO CPENICTB 3aITUTHI UH(OPMAITUHU TIOJT POCTIHCH.
5.2. Ilonb3oBaTenu IOJKHBI TPOJIEMOHCTPUPOBATH aIMUHUCTPATOPY 0€30MaCHOCTH
U (WIHM) OTBETCTBEHHOMY 3a 3alUTy WHGOPMAINH HATHYNE HEOOXOJUMBIX 3HAHUN
Y YMEHUH 1Sl BEIIOJTHEHU s TpeOoBaHmil HacTosero [lonoxenusi. A IMUHUCTpaATOP
0€30MacHOCTH JIOJKEH BECTH KypHaJl YydyeTa MPOBEPOK 3HAHUN U HABBIKOB
II0JIb30BATEIIEH.
5.3. Tlonb3oBaTenu, NEMOHCTPUPYIOIIUE HEAOCTATOUHbIC 3HAHUS M YMEHHMS IS
oOecrieueHusi 0€30MACHOCTH TEPCOHAIBHBIX JaHHBIX B COOTBETCTBHUH C
TpeOOBaHUSIMHU HACTOALIETO MosoxeHus, k padore B UCII/Ix He nonmyckatorcs.
5.4. OTBETCTBEHHBIM 3a OPraHHU3aLMI0 OOYYEHHS M OKa3aHHE METOJUYECKOMN
MIOMOIIY B YUPEKICHUH SIBISIETCS aJIMUHUCTPATOP 0€30MaCHOCTH.
5.5. lnsa npoBeneHUs 3aHATUN, CEMUHApPOB U COBEIIAHUW MOTYT IIPUBJIEKATHCS
CHEIUANTUCTHl MO0 TPOTPAMMHOMY M TEXHHYECKOMY OOECIEYCHHUIO, a TakKkKe
CIIeIMAIUCTBl  OpraHoB 1Mo arrectaruu  o0bekToB WCIIJIH, opranuzaimii-
mauen3natoB @CTIK Poccun u @Ch Poccun.
5.6. K pabore B UCII[H nomyckaioTcs TOJIBKO COTPYIHUKH, MPOIIEIIINE
nepBuuHbId MHCTpYKTaX Ob (ocHoBb O6e3onacHoctr) B MCII[IH u noka3aBuine
TBEPABIE TEOPETUYECKUE 3HAHUS M IPAKTUYECKHE HABBIKM, O YEM JEIaeTcs
COOTBETCTBYIOIIAs 3amuch B JKypHaiie ydé€ra MoJb30BaTeleH, NOMYILIEHHBIX K
MH(OPMAIIMOHHBIM CUCTEMAaM MEPCOHATBHBIX TaHHBIX.
5.7. AamuHHCTpaTtopy O€30MacHOCTH PEKOMEHJIOBAHO UMETh Mpo(uiIbHOE
oOpa3oBaHue (JIMOO AUIUIOMBI O MOBBIIIEHUH KBAIU(PHUKALKUK) B 00JIACTH 3aUThHI
uHGOpMAITIH. Pexomennyercs IIPOXOKJICHUE aIMHHUCTPATOPOM
CIIEUUAJIU3UPOBAHHBIX KypCOB IO aAMUHHUCTPUPOBAHUIO CPEACTB  3AILUTHI
uHpopmaruu, ucrnoibzyeMbix B UCI/H.

6 Ilopsinok NpoBepKH IEKTPOHHOTO KypHasia oopamennii k UCIT/In

6.1. Hacrosiuit pasnen [lonoxkenus onpenenser mopsIoK MPOBEPKH dIEKTPOHHBIX
XKypHaJIoB ooparieHuit k pecypcam UCII/IH.
6.2. IlpoBepka »3JEKTPOHHOTO >XypHaja OOpalleHUl NPOBOIUTCS C IEIbIO
BBISIBJICHUS HECAHKIIMOHUPOBAHHOI'O JIOCTyNa K 3alllMIIaeMOd HHpOpManuu B
NCIIdn.
6.3. [IpaBo mMpoBEpKH MEKTPOHHOTO KypHAIA 00paIIeHU UMEIOT:

® aIMUHUCTPATOP OE30MACHOCTH;

® OTBETCTBEHHBIN 3a o0ecnieueHue 6e3zonacHoctu I1]1H;

® PYKOBOJUTEIH 00pPa30BATEIbHON OpraHU3alUu.
6.4. Ha Trexamueckux cpencrBax HWCII[IH, Ha KOTOpBIX yCTaHOBJIEHBI
crenuaiu3upoBaHHbIe CpelicTBa 3amuThl nuHPopmauuu (nanee — C3U) nposepka
ANEKTPOHHOIO JKypHaja MPOU3BOJUTCS B COOTBETCTBUM C IPUIATaeMbIM K
yka3zaHHbIM C3U PykoBOJICTBOM.



6.5. Eciiu B X0/1€ nepuonyecKuX, MIAHOBBIX WM BHe3amHbIx nposepok MCII/x
BeisiBiIeHbl ciydan HCJ] k uHpopManuy KOHOUACHIMAIBLHOTO XapakTepa, TO
BCTyMaeT B cuiy 1.1. 4.6., 4.7. nanHoro ITonoxenus.

6.6. [IpoBepke momexaT Bce neKTpoHHbIe xypHaI6! UCIT/IH.

6.7. [IpoBepka qomkHA MPOBOJUTHCS HE PEXKE, UEM OJUH pa3 B HENENIO C LENbIO
CBOEBPEMEHHOI0 BBISIBJICHUSI (PAKTOB HapylleHHs TpeOOBaHUM HACTOSIIETO
[Tonoxenus.

6.8. daxkThl MPOBEPOK IIIEKTPOHHBIX >KYPHAJIOB OTPAXKAIOTCS B CIEHUATBLHOM
KypHAJIE TPOBEPOK DJIEKTPOHHBIX KypHanoB. Ilocne KaxIoOH MpPOBEPKH
AnmuHHCTpaTOp 0€30IaCHOCTH JI€7aeT COOTBETCTBYIOIIYIO OTMETKY B JKypHaje U
CTaBUT CBOIO MOJIUCH.

7 IlpaBwjia aHTUBHUPYCHOM 3aAIUTHI
7.1. Hacrosimue mnpaBujiia ONPENENSIOT TpPeOOBaHUS K OpraHU3alluu 3allUThl
oowekta UCIIJIH oT paspymiaroiiero BO3eHCTBHUS BPEIOHOCHOTO MPOTPAMMHOTO
obecrnieuenus (I10), KOMIBbIOTEPHBIX BUPYCOB M YCTAHABIMBAET OTBETCTBEHHOCTh
PYKOBOJUTENS U COTPYAHUKOB, OKCIUIYaTUPYIOIIUX M  COHPOBOXKIAIOIINX
koMmnbroTepbl B cocraBe MCII/IH, 3a ux BbimonHeHue. Hacrosumume npasuia
pactpocTpansitorcs Ha Bce 00bekThl UCIT/IH yupexaenus.
7.2. K HUCHONBb30BaHHUIO HA KOMIIBIOTEPAX JOMYCKAIOTCA CEepTUPHUIIMPOBAHHBIC
AHTUBUPYCHBIC CPEJICTBA, IICHTPAIM3OBAHHO 3aKYIJICHHbIE Y Pa3pabOTYMKOB
(MOCTAaBUIMKOB) YKa3aHHBIX CPE/ICTB.
7.3. YcraHOBKa M HayallbHasi HACTPOWKA CPEJCTB AHTUBUPYCHOTO KOHTPOJIA Ha
KOMITBIOTEpPAX OCYILECTBIISIETCS aIMUHUCTPATOPOM O€30MaCHOCTH.
7.4. AnmunucTtparop 6€30MacHOCTU OCYIIECTBIAET MEPUOANUECKOe OOHOBICHHE
AHTUBUPYCHBIX MAKETOB U KOHTPOJIb UX paOOTOCIIOCOOHOCTH.
7.5. Spnpik (cchuUika) sl 3alycKa aHTUBUPYCHOW MPOrpaMMbl JOJKEH OBITh
JIOCTYIIEH BCEM I0JIb30BATEISIM HH(DOPMAITMOHHON CUCTEMBI.
7.6. ExeHenmenpbHO B Hayaie pabOTHI, IIOCNIE€ 3arpy3kd KOMITBIOTEpa B
ABTOMAaTHYECKOM PEXKUME IOJKEH MPOBOJIUTHCS AaHTUBHPYCHBIM KOHTPOIb BCEX
JTUCKOB U (haiijIoB KOMITBIOTEPOB.
OO0s3aTenbHOMY AHTHBUPYCHOMY KOHTPOJIO TOMJICKHUT Jr00as uHbOopMaIus
(TexcToBbie Gainbel a00bIX (GopMaToB, (ailibl AaHHBIX, UCHOJHsIEMBIE (aiiibl),
uHpOpMaIUs Ha CbEMHBIX HOCUTENIX (MarHUTHBIX AucKaX, JeHTaXx, CD-ROM u
T.IL.).
Kontpons ucxomsumieit napopmManu HEOOXOJUMO MPOBOJUTH HEMOCPEICTBEHHO
nepes apXUBUPOBAHUEM U OTIIPABKOM (3aMKMChI0 HA ChEMHBIN HOCUTEND ).
Hactpoiiku cpenctB aHTHUBUPYCHOM 3alllUThl JOKHBI OBITh BBINIOJIHEHBl B
COOTBETCTBHUM ¢ TpeOOBaHUSAMHM  O€30MaCHOCTH  MEPCOHANBHBIX  JaHHBIX
onpeaeneHubiMu 1715 fanHor UCII/IH ypoBHs 3amuiieHHocTd. HacTpoiiky cpenacTs
AQHTHUBUPYCHOM 3aIIUThI BBITIOJHSAET aJIMUHUCTPATOP 0€30MaCHOCTH.
7.7. @aiinbl, OMeNaeMble B AJIEKTPOHHBIA apXUB Ha AJIEKTPOHHBIX U MArHUTHBIX
HOCHUTENSIX, JIOJDKHBI B 00S3aT€TbHOM TMOPSAKE TMPOXOJUTh AHTUBUPYCHBIN
KOHTpoJib.  [lepuoguyeckue TMPOBEPKU  DIEKTPOHHBIX  APXWMBOB  JIOJKHBI
IIPOBOJIMTHCS HE PEXKE OJTHOTO pa3a B MECSII.



7.8. YcraHnaBnuBaeMoe (M3MEHsIEMOE) MPOrpaMMHOE OOECIIEUeHUE JIOJKHO OBITh
peABapUTEILHO MPOBEPEHO HAa OTCYTCTBHE BUpPYycoB. HemocpencTBeHHO mociie
yctraHoBkM  (u3meHenusi)  [Iporpammuoro  obecreueHus  KOMIIBIOTEpa,
aIMUHUCTPATOPOM OE€30MAaCHOCTH JOJI’)KHA OBbITh BBIMOJIHEHA AHTUBUPYCHAs
nposepka UCITH.
7.9. Ha xommbproTepsl 3arpeniaeTcs yCTaHOBKAa MPOrPaMMHOI0O OOECIICUCHHS, HE
CBSI3aHHOT'O C BBIMOJHEHHUEM (PYHKIHM, MNPETyCMOTPEHHBIX TEXHOJIOTHUYECKUM
nporeccoM 00paboTKu UHGPOPMAITUH.
7.10. Ilpu BO3HMKHOBEHHMHM TOJIO3PEHUSI HA HAJIMYME KOMIIBIOTEPHOTO BHpYyca
(HetunuuHas paboTa Mporpamm, MosBICHUE TpaPUUecKuX U 3BYKOBBIX 3(h(PEKTOB,
UCKOKEHUW NaHHBIX, NpomnajaHue QailioB, 4YacTtoe MOSBIEHUE COOOIIEHUN O
CHUCTEMHBIX OIIMOKAaX M T.I.) IOJb30BAaTElb CAMOCTOSATENBHO (WJIM BMECTE C
aIMUHUCTPATOpOM  O€30MAaCHOCTH)  JOJDKEH  IMPOBECTH  BHEOUYEPEHTHOMU
AHTUBUPYCHBIA KOHTPOJIb KOMIIbIOTEPA. B ciiyyae oOHapyXeHUs pu MPOBEACHUU
AHTUBUPYCHOM TMPOBEPKU 3apPAKCHHBIX KOMIBIOTEPHBIMU BUpycamMu (DaiiioB
NOJIb30BaTelb 00sI3aH:
® [IPUOCTAHOBHUTH 00pa0oTKy nanHbX B UCII/H;
® HEMEJJICHHO TTOCTaBUTh B U3BECTHOCTH O (paKTe OOHAPYKEHUS 3apaKEHHBIX
BUpycoM (aliioB agMUHUCTpaTopa O€30MacCHOCTH, a TakKe CMEKHbIE
NoJIpa3IeeHMs], UCIIOIB3YIOIINE 3TU (aiiiibl B padoTe;
® COBMECTHO C BJIAJCNbIIEM 3apaKCHHBIX BUPYCOM (DailioB MPOBECTH aHAIHU3
BO3MO>KHOCTH, JTAJIbHEHUIIIETO UX HUCTIOJIb30BaHMUS;
® [POBECTH JICUCHHUE WIH YHUUTOKEHUE 3apaKEHHBIX (PaiiioB.
7.11. OTBETCTBEHHOCTh 3a OpraHu3alrio aHTUBHpycHoro koHtpons B UCII/IH B
COOTBETCTBMM ¢ TpeboBaHusAMH HacTosero IlomokeHuss Bo3jaraercs Ha
OTBETCTBEHHOTO 32 3aIUTy HH(POPMAIIHH.
7.12. OTBETCTBEHHOCTh 3a MPOBEACHUE MEPOIPHUSATUNA AHTUBUPYCHOM 3alllUTHI B
koHkpetHot WCII[lH u coOmoaenue TpeboBaHuii Hactosimero IlomoxkeHus

BO3JIaraeTcsl Ha aJIMUHHUCTpaTopa O€30MacHOCTH U BCEX TMOJb30BaTENeH TaHHOUN
NCII/H.

8 IIpaBuia napoJibHOI 3alIUThI

8.1. JlamHple TmpaBWiIa  PETIAMEHTHUPYIOT  OPTraHU3AI[MOHHO-TEXHUYECKUE
MEpOIIPUSATHS MO OOECMEYEHUIO MPOIECCOB T'€HEpallii, CMEHBI U MpEeKpaIieHus
nevictBus naposied B UCII/H, a Takke KOHTPOJIb JACHCTBUN MOJB30BATENEH MPHU
pabote ¢ mapoIsIMH.
8.2. OpraHuzallMOHHOE M TEXHHUYECKOe OOecTieueHHre IMPOIECCOB TE€HEpaluH,
VCIIOJIb30BAHUS, CMEHBI U TIPEKPAIIEHUS JEUCTBUS MapoJIE BO BCEX MOJICUCTEMAX
UCII[lH ¥ KOHTpOJIb JEUCTBUHM TMOJNb30OBATENCH Mpu paboTe C MaposiMu
BO3JIaraercsi Ha aIMMHUCTPATOpa 0€30MaCHOCTH.
8.3. Jluunwple mapomM  JOMKHBI  TEHEPUPOBATHCS M PACIPEACIATHCS
HEHTPAJTIM30BAHHO JMOO BbIOMpaThcs moib3oBaTessiMu OBT caMmocTosiTeNnbHO €
Y4E€TOM CIICTYIOIIUX TPEOOBAHUIA:

® T[apoJib JOJIKEH OBITh HE MEHEee 6 CUMBOJIOB,;



® B YKCJIE CUMBOJIOB MapoJisi 00s13aT€IbHO JIOJDKHBI MPUCYTCTBOBATH OYKBHI B
BEPXHEM WJIM HIXKHEM PErHCTpax, UU(pbl U/ UK crienuanbHble CUMBOJIBI (@,
#, 3, & * %ur),
® CHUMBOJBI Tapojie st pabouyux CTaHIUMH, Ha KOTOPHIX YCTAHOBJICHO
CPENCTBO 3amuThl WHGOPMAIMK OT HECAHKIIMOHUPOBAHHOTO JOCTYIIA,
JOJIKHBI BBOJIUTHCSI B PEKUME JIATHHCKOW PACKIIA/IKU KJIaBUATYpPBI;
® [apojb HE JOJKEH BKJIOYaTh B CEOSl JIETKO BBIUYMCIISIEMBIE COYECTAHUS
CUMBOJIOB (WMeHa, damuianu, HauMeHoBanus APM wu T1.1.), a Takxke
obenpunsaTeie cokpamienus (3BM, JIBC, USER u T1.11.);
® [IpU CMEHE MapoJsisi HOBOE 3HAYEHHUE JTOJDKHO OTJIMYATHCS OT MPEIbIYIINX;
® [I0JH30BAaTEIb HE UMEET MpaBa COOOIIATh JIMYHBIN ApOJIb IPYTUM JIUIIAM.
Bnanenbipl  maposnieil  IOMDKHBI  OBITh  O3HAKOMJIGHBI MO POCIHUCH €
NEepPEUYUCICHHBIMU BBIIIE TPEOOBAHUSIMU U MPEIYIPEXKTCHBI 00 OTBETCTBEHHOCTH 32
UCIIOJIb30BaHUE TIAPOJICH, HE COOTBETCTBYIOIINX JAHHBIM TPEOOBAHUSM, a TAKKE 32
pasriaiieHue napojibHoN HHGOPMAITIH.
8.4. B cnyyae BO3HUKHOBEHHS HEIITATHBIX CHUTyamuid, (HOpC-MaKOPHBIX
O0O0CTOSITENBCTB U T.I. TEXHOJIOTHYECKON HEOOXOAMMOCTH UCIIOIB30BAHUS UMEH U
napoJie COTPYAHUKOB (MCIOJHUTENICH) B UX OTCYTCTBUE, COTPYIHUKHU OOSI3aHbBI
cpa3y e IMocje CMEHbl CBOMX MapoJiel X HOBbIE 3HAUCHHUS (BMECTE C MMEHAMU
COOTBETCTBYIOIIMX YYETHBIX 3amuced) B 3aleyaTaHHOM KOHBEpTE WIIU
orevyaTaHHOM TIeHaje TepeaaBaTh Ha XpPaHEHHWE PYKOBOAUTEIIO CTPYKTYPHOTO
nojipasfieneHus. 3arnedyaTaHHble KOHBEPTHI (MIEHAJbI) C MApOJISIMU UCIIOJHUTENEH
JIOJDKHBI XPAHUTHCST B HEIOCTYITHOM MeECTe€ Yy PYKOBOAMUTENS CTPYKTYPHOTO
No/Ipa3AeiCHUsI.
8.5. Tlonmnas 1utaHoOBasi CMeHa MapoJiel MOJb30BaTeIeH JOKHA TMPOBOIUTHCS
PEryJIIpHO, HE PEXKE OJHOTO pasa B TeueHue 360 nHeu.
8.6. BueruiaHoBasi cMeHa JMYHOTO TMApOJIs WM YyAalleHWE YYETHOW 3alucH
nonb3oBarens VCII/IH B ciyyae mpekpalieHus ero MoJHOMOYui (yBOJIbHEHUE,
nepexoJ]l Ha APYTryr padOTy BHYTPH YUPEXKACHHUS T.I.) JOJKHA MPOU3BOAUTHCS
aMUHUCTPATOPOM 0€30MacHOCTH (JIMOO HOBBIM TOCTOSTHHBIM TI0JIb30BATEIIEM)
HEMEJIEHHO TI0CIIe OKOHYAHMSI MOCJIEIHET0 ceanca padoThl JaHHOTO MOJIb30BaTENS
C CUCTEMOM Ha OCHOBAHWM yKa3aHUs HayaJbHUKA OTJEA.
8.7. BuemnaHoBas TOJIHas CMEHa Tapojiell BceX TOJIb30BaTeNed JIOKHA
MIPOU3BOJIUTHCS B CIydae MPEKpAlleHUs] MOJTHOMOUYMM (YBOJbHEHHUE, MEPEXO]] Ha
JIPYTYI0 paboTy BHYTPH YUPEKACHUS U APYrue 0O0CTOATEIhCTBA) aIMUHUCTPATOPA
0€30MacCHOCTH.
8.8. B cimyuae kommpomeraruu gudHoro naposs nonb3oBatens UCIIJIH momkHbI
OBITH HEMEJICHHO MPEINPUHSITHI MEPHI 10 BOCCTAHOBJICHUIO MAPOJIbHOM 3aIIUTHI.
8.9. Kontponb neicTBuii mMoib30BaTeIel mpu paboTe ¢ mapoysiMu, COOTIOCHUE
NOPSIIKA X CMEHBI, XPAHEHHUs U MCIIOJIb30BaHMS BO3JIaraercsi Ha afMUHUCTpAaTOpa
0€30MacCHOCTH.

9 IIpaBuJIa 0OHOBJIEHHS OOIIIECHCTEMHOI0 ¥ MPUKJIATHOTO MPOrPAMMHOI0
o0ecnieueHusi, Texunaeckoro oocay:;kuanusa UCIIIu



9.1. Hacrosmue mpaBWiIa perjiaMeHTUPYIOT oOecreueHue 0e30MacHOCTH
uHGOpMAITN TIPU MPOBEACHUN OOHOBJICHUH, MOIU(MDHUKAIIUU OONIECUCTEMHOTO U
NPUKJIAHOTO MPOrPaMMHOI0 00€CIeUeHusl, TEXHUYECKOr0 OOCITYKUBAHUS U TIPU
BO3HUKHOBEHUM HEIITATHBIX cuTyauuii B pabore UCII/IH.

9.2. Bce u3meHeHHs KOHGUTYpaAIMi TEXHUYECKHX UM TPOTPAMMHBIX CPENICTB
NCIIH n0oKHBI IPOU3BOANUTHCS TOJIBKO HA OCHOBAHUU 3asIBOK OTBETCTBEHHOTO 3a
skcIutyaranuio KoHkpernoro MCITIH.

9.3. [IpaBo BHeceHMs M3MEHEHUU B KOHQUTYpalMIO almapaTHO- MPOrpaMMHBIX
cpeacts 3amuuieHHbix MCIIIH mpegocTaBisieTcsl B OTHOIIEHWHM CUCTEMHBIX H
MPUKJIAHBIX IPOTPAMMHBIX CPEJCTB — aIMUHUCTPATOPY O€30MacHOCTH;

9.4. M3amenenue koHpuUrypauu anmnapatHo-nporpaMMmubix cpeacts UCIIH kem-
a1mb0, KpOME  BBHINICTICPEYUCICHHBIX  YIMOJIHOMOYEHHBIX COTPYJAHHKOB U
NOJIpa3ACIICHUH, 3alpEeIIEHO.

9.5. Ilponienypa BHECEHUS UI3MEHEHU B KOH(DUTYPAITMIO CHCTEMHBIX M TTPUKJIaTHBIX
nporpaMMubIx cpenactB MCII[IH uHUnMUpyeTcsl 3asBKOM OTBETCTBEHHOI'O 3a
skcruryatanuio UCITH.

9.6. B 3asBKe MOT'YT yKa3bIBaThCs CICAYIOIIME BHIBI HEOOXOAUMBIX U3MEHEHUH B
COCTaBE€ almaparHbIX U nmporpaMMubix cpeacts UCII/IH:

® yCTaHOBKa (pa3BepThIBAaHKME) HA KOMIIbIOTEP(bI) MPOrPaMMHBIX CPEJICTB,
HEOOXOMMBIX JJIS  pEIICHUs OmpeleleHHOM 3amaun  (mobaBieHuUe
BO3MOXXHOCTH pellieHUs AaHHOM 3aaaun B fanHoi UCII/H;

e OOHOBIIEHHME (3aMeHa) Ha KoMmIbloTepe(ax) NPOrpaMMHBIX CPEICTB,
HEOOXOIUMBIX JUISI PEIICHUS OMpEeICHHONW 3a7aun (OOHOBJICHHE BEpCUU
UCIIOJIB3YEMBIX JJIsl PEIICHHUS OTIPEJICTICHHON 3a/1a41 MPOTrPaMMm );

® yJajeHue C KOMIbIOTEpa MPOrPAMMHBIX CPEJCTB, MCHOIb30BABIIUXCS IS
pelIeHns OINpeaeiIeHHON 3aauy (MCKIOUYEHUE BO3MOXKHOCTH PEIICHHS
JTAHHOM 3a/1a4M Ha JITAHHOM KOMITbIOTEpE).

9.7. B 3asBke ykaspiBaeTcs ycioBHoe HamMmeHoBanue WCIIIH. HammenoBanus
3a/1ay yKa3bIBAIOTCS B COOTBETCTBUHM C MEPEYHEM 3a/iad apXvBa JUCTPUOYTHBOB
YCTAHOBJIEHHOI'0 MPOTPAMMHOTO OOECHeUYeHUsl, KOTOPbI€ MOXHO peIIaTh C
UCIIOJIb30BAaHUEM YKAa3aHHOT'O KOMITbIOTEpA.

9.8. 3asaBky otBercTBeHHOro 3a 3kcrutyararuio UCIIJIH, B koTopoil Tpelyercs
NPOM3BECTH M3MEHEHHMsI KOHQPUTYpalluu, paccMmarpuBaer pykoBoautenbs WT
NOJApAa3ACIICHUsl, BU3UPYET €€, YTBEpXKAas TEM CaMbIM IPOU3BOJCTBEHHYIO
HEO0OXOMMOCTb MIPOBEICHUS YKa3aHHBIX B 3asiBKe u3MeHeHul. [locie yero 3asBka
nepenaeTcs aIMUHUCTPATOPY 0€30MaCHOCTH ISl HEMOCPECTBEHHOT'O UCTIOTHEHUS
paboT MO BHECEHHUIO M3MEHEHUH B KOH(UIypalMi0 OMIbIOTEpa, YKa3aHHOTO B
3asiske MCIT/H.

9.9. IloaroroBka OOHOBJIEHUS, MOAUPHUKAIIMNA OOIIECUCTEMHOTO W MPHUKJIATHOTO
nporpammuoro ooecnedenus MCII/In TectupoBanue, CTEHI0BbIE UCTIBITAHUS (TIpU
HEOOXO/IMMOCTH) ®  TMepefadya  HMCXOAHBIX  TEKCTOB, JIOKYMEHTAlluh |
JUCTPUOYTUBHBIX HOCUTEJIEH MPOrpaMM B apXHUB JUCTPUOYTUBOB YCTAHOBJICHHOT'O
MPOrpaMMHOr0 OOECTICUCHHS, BHECEHUE HEOOXOJUMBIX U3MEHEHUW B HACTPOUKHU
cpenctB 3amutbl oT HCJ[ u cpenctB KOHTpOJS 1EIOCTHOCTH (pailioB Ha



KOMITbIOTEpax, (OOHOBJICHWE) U yAAJCHHWE CHUCTEMHBIX U  MPUKIATHBIX
IPOTrpaMMHBIX CPEACTB MPOU3BOAUTCS AMUHUCTPATOPOM O€30MaCHOCTH.
9.10. YcranoBka win ooHOBieHue noacucteM MCIIJIH momKHBI MPOBOIUTHCS B
CTPOrOM COOTBETCTBUM C TEXHOJOTMEH MPOBEAECHUS MOAU(PUKALNNA TPOrPaAMMHBIX
KOMIUIEKCOB JaHHBIX IIOJICHCTEM.
9.11. VYcranoBka u o6OHoBienue I[IO (cucremMHOro, TECTOBOro M T.N.) Ha
KOMIIBIOTEpAaX  MPOMU3BOAMUTCS  TOJBKO C  OPUTMHAIBHBIX  JIMIIEH3MOHHBIX
JTUCTPUOYTUBHBIX HOCHUTENEW (IUCKET, KOMIIAKT JMCKOB M T.I.), MOJYYEHHBIX
YCTAHOBJIEHHBIM MOPSIAKOM, TpUKIaAHOro [1O — ¢ 3TaTOHHBIX KOMUI TPOrpaMMHBIX
CPEICTB, MOJTYYEHHBIX U3 apXUBa JUCTPUOYTUBOB YCTAaHOBJIEHHOIO IIPOIPaMMHOI0
obecrieyeHusl.
9.12. Bee noGaBisiemble MPOrpaMMHBIE U anllapaTHbIe KOMITIOHEHTHI JOJKHBI OBITh
IpeIBapUTEIHHO YCTAHOBJICHHBIM MOPSIKOM IPOBEPEHBI Ha pabOTOCTIOCOOHOCTD, a
TaK)K€ OTCYTCTBHE ONACHBIX (DYHKIIHIA.
9.13. [locne ycranoBku (oOHOBHeHus) [10, agmMuHUCTpaTOp 0€30MACHOCTH JTOJIKEH
OpOU3BECTH TpeOyeMble HACTPOMKH CpPEICTB  YIpaBICHUS JOCTYIOM K
KOMITOHEHTaM KOMIIBIOTEpa U MPOBEPUTH paboTocrocoOHOCTh 110 u npaBUIBHOCTH
X HACTPOMKM M TPOU3BECTH COOTBETCTBYIOLIYIO 3amuch B «KypHaie yuera
HemratHblx cutyauuid B UCII/{H, BeImonHeHUs Tpo(HIIaKTHIECKUX padoT,
YCTaHOBKHY U MOJIU(PHUKALIMU TPOTpaMMHBIX cpeicTB Ha kKommbiotepax UCITx».
9.14. ®opmar 3ammceit «XKypnana yuéra HemratHeiXx cutyauuid HWCII/H,
BBITIOJTHEHUS ~ MPO(UIAKTHYECKHX  padOT, YCTAaHOBKM U  Moauduxanuu
nporpaMMHbIX cpelcTB Ha kommbtoTepax MCII/IH» ycTaHaBnuBaeTcs MpUKa3zoM
PYKOBOJIUTENS YUPEKICHHUS.
9.15. Ilpu BOBHUKHOBEHUH CUTYAIUH, TPEOYIOIIUX Mepeaadun TEXHUIECKUX CPEICTB
B CEpPBUCHBIM LIEHTP C LEJIbI0O PEMOHTA, OTBETCTBEHHBIM 3a €€ HKCIUTyaTaluio
JOKJIaZIbIBAET 00 3TOM OTBETCTBEHHOMY 3a 3aIlIUTy HH(opManuu. B nanHoM cirydae
aIMUHUCTPATOP OE€30MacHOCTH 00s513aH TPEANPHUHATH HEOOXOIUMbIE MEpbI s
3aTHpaHus 3alMinaeMod HH(OpManuu, KOTOpas XpaHWiIach Ha JUCKAX
KOMIIBIOTEPA.
OpuruHanesl 3asiBOK (JOKYMEHTOB), Ha OCHOBAaHMHM KOTOPBIX MPOU3BOJIUIUCH
U3MEHEHMSI B COCTaB€ IPOrPAMMHBIX CPEACTB KOMIBIOTEPOB C OTMETKAMH O
BHECEHUU U3MEHEHUH B COCTAB MPOIPAMMHBIX CPEACTB, HJOJKHBI XPAHUTHCSI BMECTE
¢ rexunuyeckuM nacnoprom Ha UCII/IH n «KypHanom ydera HEITaTHBIX CUTyaluid
NCTIdnH, BeImonHEHUS MPO(PHIAKTHYECKUX PadOT, YCTAHOBKH M MoAU(HUKAIIAN
nporpaMMHbIX cpeAcTB Ha koMmnbioTepax MCII/IH» y OTBETCTBEHHOrO 3a 3aIlUTy
uHGOpMAITIH.
9.16. Konuu 3asBOK MOTYT XpaHHUThCS Y aIMUHUCTpATOpa 0€30MacCHOCTH:

e 151 BoccTaHoBiieHus kKoHpurypanuu UCIT/{H nocne aBapuii;

® i1 KOHTpoJis mpaBomepHOcTH yctaHoBkY Ha MCIIJIH cpencts st permeHus

COOTBETCTBYIOIIUX 3aJ1a4 MpU pa300pe KOHMOIUKTHBIX CUTYaIIUA;

® JJIsA HpOBepKI/I HpaBI/IHBHOCTI/I YCTaHOBKI/I nu HaCTpOﬁKH Cpe)ICTB 3AalIUThI
UCTI/In.



9.17. ®akT yHUYTOKEHHUS [aHHBIX, HAXOJWBIIMXCSI Ha JHUCKE KOMIIBIOTEpA,
oopmiisieTcss akTOM 3a MOJANHUCHIO aIMUHUCTPATOpa O€30MaCHOCTH U COTPYAHHUKA
OTBETCTBEHHOTO 3a dKciuyaTanuto nanHoi MCITIH.

9.18. C uenbto coOr0/IeHNs MPUHIIKMIA MEPCOHATBLHON OTBETCTBEHHOCTH 3a CBOU
JNEUCTBUSI KaXKAOMY COTPYIHHUKY, IONMYLIEHHOMY K pa0oTe Ha KOMIIbIOTEpax
koHkpeTHoi UCII/IH, 707KHO OBITH CONTOCTABIEHO NEPCOHATBHOE YHUKAIBHOE UMS
(ydeTHast 3amucCh IOJIB30BATEINS ), MOJ KOTOPBIM OH OYAET PErucTpUpOBaTHCA, U
paboTaTh Ha JAHHOM KOMIIbIOTEPE.

9.19. Ucnonb3oBaHHE HECKOIBKUMU cOTpyAHUKaMmu npu padore B UCII[{H ogHoro
Y TOT'O )K€ UMEHU MO0JIb30BaTelNs («PYHNIIOBOI'0 UMEHU») 3aIlPELEHO.

10 IpaBuaa perucTpanuu NoJib30BaTesei
10.1. TIpouenypa peructpanuu (co3gaHusi YYETHOM 3alMCH) MOJIb30BATENSl U
pelocTaBiIeHUsl eMy (MM M3MEHEHUs ero) mpaB joctyna kK pecypcam MCIIIx
WHULIMMPYETCS 3aBKOM OTBETCTBEHHOTO 3a 3KcIuTyaTauuto ganHoit UCITIx.
B 3asaBke ykasbiBaercs:
® COJAEpXaHUE  3alpallMBaeMbIX  HM3MEHEHUM  (perucTpauuss  HOBOIO
nonb3oBarens WCIIJIH, ynaneHwe y4eTHOM 3amuCcH  IOJIb30BATENs,
pacUIMpeHrue WM CY)KeHUE IOJHOMOYMHA M MpaB JOCTyHa K pecypcam
NCII/Jn panee 3aperucTpupOBaHHOTO MOJIb30BATENS);
® JIOJDKHOCTD (C MOJHBIM HAMMEHOBAaHUEM OTJIeNa), (paMUIHs, UMSI U OTYECTBO
COTPY/IHHKA;
® UM NOJIb30BaTeNs (YUETHOM 3aMKcu) TaHHOTO COTPYAHUKA;
® IOJJHOMOYMSI, KOTOPhIX HEOOXOJUMO JIMIIUTH IOJIb30BATENS WK KOTOpBIE
HEOOXOIMMO J00aBUTh TMOJNb30BATENO (MyTeM YKa3aHUs pellaeMblX
nosib3oBaresiem 3a1a4y B UCII/H).
10.2. 3asBKy paccMaTpuBaeT PyKOBOAUTEb, BU3UPYS €€, YTBEPKIasi TEM CaMbIM
POU3BOICTBEHHYIO HEOOXOIUMOCTH JOIMYCKa (M3MEHEHUS IPaB AOCTYNA) JAHHOTO
COTPYAHHUKA K HEOOXOIUMBIM IS PEIICHUSI UM YKa3aHHBIX B 3asBKE 3a/1a4
pecypcam UCIT/IH. 3aTeM noanuchiBaeT 3aJjaHue aJMUHUCTPATOPY O€30MacHOCTH
HA  BHECEHHE HEOOXOJUMBIX HM3MEHEHHH B  CHOUCKM  IOJb30BaTeNen
cootBeTcTBYIOMUX noacucrem MCITIH.
10.3. Ha ocHOBaHWM 3aJaHWs, B COOTBETCTBUU C JOKYMEHTALME€W Ha CPEACTBA
3aIIUTHl OT HECAHKIIMOHMPOBAHHOTO JOCTYMA, aIMUHUCTPATOp O€30MacHOCTH
IPOU3BOAUT HEOOXOAMMbIE ONEPALMU 0 CO3AaHUIO0 (YIATCHHUIO) YUYETHOM 3amucu
NI0JIb30BATENIsA, IPUCBOCHHUIO EMY HAYaJIbHOIO 3HAYEHHUS Napois (BO3MOMXKHO TaKkKe
pEerucTpaIuyo MepCcoHAIBHOTO UACHTU(UKATOPA), 3asBICHHBIX MpaB JOCTyHa K
pecypcam UCII/IH u apyrue HeoOXoauMbIe NEHUCTBUS, YKa3aHHbIC B 3aaHuu. J[Jis
BCEX I0JIb30BaTENEeH JOIKEH OBITh YCTAaHOBIICH PEXXUM NMPUHYIUTEIBHOTO 3a1poca
CMEHBI ITapOJIsl HE pEKE OJHOTO pa3a B TeueHue 360 nHen.
10.4. Ilocne BHeceHMSI M3MEHEHHII B CIHCKH MOJb30BaTEIEH aJIMHHHUCTPATOP
0e30MacHOCTH  JIOJDKEH ~ OOeCleYuTh  HACTPOMKM  CPEINCTB  3alIUTHI,
COOTBETCTBYIOIIME TpeOoBaHusiM Oe3onmacHocTH, ykazanHou MUCIIIH. Tlo
OKOHYAaHWH BHECEHMsI W3MEHEHUN B CIMCKHU IOJb30BATENEH B 3asiBKE JENAETCS



OTMETKAa O BBINOJIHEHUM 3aJlaHusl 3a TOJNUCHI0O HCIOJHUTENS — aJIMUHUCTPATOP
0€30MacHOCTH.
10.5. CoTpynHuKy, 3aperHCTPUPOBAHHOMY B KAa4€CTBE HOBOI'O IOJIb30BaTENs
NUCIIAH, cooOmiaercss uMsi COOTBETCTBYIOIIETO €My IIOJb30BAaTENSl U MOMKET
BBIJIABATHCS TIEPCOHANBHBIN UAEHTU(UKATOP (17151 pabOThl B PEKUME YCHICHHON
ayTeHTU(UKAIMM) U HavalibHOE(bIe) 3HaueHue(us) mapoiisi(eit), koropoe(bie) OH
00s13aH CMEHUTH IIPH IIEPBOM KE BXOJIE B CUCTEMY.
10.6. MHcnonnenHble 3asgBKa W 3aJaHue (32 TMOANKHCHIO AAMUHUCTPATOpa
0€30MacHOCTH) TMEpEeNalTCsid PYKOBOAUTENO Ha XpaHeHue. OHM  MOTYT
BIIOCJIE/ICTBHH UCIIOIB30BATHCS:
® I BOCCTAHOBJIEHUS MTOJTHOMOYHN nojibk3oBaTenel nociue apapuii UCI/IH;
® ISl KOHTPOJISl MPAaBOMEPHOCTH HAJIMYUSA Y KOHKPETHOrO MOJIb30BATENS MPaB
noctymna K TeM win uabiM pecypcam MCII/In npu pasdope KOHPIMKTHBIX
CUTYyallUM;
e ISl MPOBEPKU COTPYAHHKAMU KOHTPOJHUPYIOIIMX OPraHOB MNPaBUIBHOCTU
HACTPOIKHU CPENICTB pa3rpaHuueHus qoctymna K pecypcam UCITIH.

11 IopsinoK KOHTPOJIsI COOTI0IEHUS YCJIOBUI HCMOJIb30BAHUS CPEACTB
3alMTHI HHGOPMALUHU, B TOM YHCJe KPpUITOrpaduyeckux

11.1. Jauusiii paznen IlonoxeHus onpenensier MOpsSAOK KOHTPOJIS COOIIOAEHUs
YCIIOBUI MCIIOJIB30BAHUS CPEACTB 3amuThl nHpopmatmu (manee — C3N).
11.2. TexHuueckue CpeACTBa 3allUThl HMHOOPMALUKM  SIBJISIOTCS BaKHBIM
komMnoHeHToMm OB I1/IH.
11.3. Tlopsnox pabotsl ¢ TexHuueckumu C3U ompezeneH B COOTBETCTBYIOIIUX
PYKOBOJICTBaX IO HAacTpoWike u wucnonb3oBaHuto C3U 00s3aTeNnbHBIX IS
UCTIOJIHEHUS, KaK COTPYAHHMKaMHU, OOpabaThIBAIOMIMMH KOH(GUIECHIIUATHHYIO
uHopMaIuio, Tak U agMuHucTparopom 0ezonacHoctu UCITH.
11.4. TIpaBo mpoBepku COOJIIOACHUS YCIOBHI HMCHOIB30BAHUSI CPEACTB 3alUThI
uH(pOpMAITUU UMEIOT:

e PykoBoguTenb yupexaeHus;

® OTBETCTBEHHBIU 3a 3aIUTY UH(OpMaLINH;

® aTIMUHUCTPATOP OE30MACHOCTH.
11.5. ITons3oBarento MCII/IH kaTeropudecku 3anperiaercs:

e 00pabaTeiBaTh KOH(GUIECHIMATBHYIO HH(OpMALUIO ¢ OTKIr0YeHHbIMU C3U;

e MeHsATh HacTporiku C3U.
11.6. AnvunHHCTpatopy O€30MaCHOCTH  3ampeliaercss MEHITh HACTPOWKHU
nporpamMmHo-anmnapaTHeix C3U npenycTaHOBIEHHbBIE CHIEIMAIMCTOM OpraHU3aluy,
UMEIOIIEH JTUIEH3UIO Ha IeATEIbHOCTD [0 TEXHUYECKOH 3auiuTe nudopmanuu, 6e3
COrJIACOBAHMS C ATOM OpraHU3alUen.
11.7. Ecnu B X0/€ MEpUOANYECKUX, TUIAHOBBIX WM BHe3anHbIX npoepok UCIT/IH
BBISIBJICHO HapymieHue Tpeboanusa 1. 10.5. To Bcrynmaer B cuiy 1. 4.6., 4.7.
naHHoro Ilonoxenus.



11.8. Kpunrorpaduueckue cpeacrBa  3amuThl  HHQOpMAMM  JOJKHBI
UCIIOJIb30BAaThC B COOTBETCTBMU C TEXHUYECKOM U  3KCIUTyaTallMOHHOM
JIOKYMEHTAIlMel Ha HUX, a TAaK)KE B COOTBETCTBUHU C MPABUIIAMU MOJIb30BAHUS UMHU.

12 Tlopsinok oXpaHbI U JOMYCKA MOCTOPOHHMX JIMI B MpeAe/ibl TPAHUIbI
KOHTPOJIMPYEMOM 30HbI

12.1. Hacrosmee IlonoxxeHne ycTaHaBIMBAET HOPSAAOK OXpaHbI (C1ayu MO/ OXPaHy)
nometeHuid UCII{H BHYTpH TpaHUIIbl KOHTPOJUPYEMOM 30HBI.
12.2. BckppiTuE W 3aKpbITUE IOMEIICHUN OCYIIECTBISAETCA COTPYAHUKAMU,
paboTaIOIIMMHU B IAaHHBIX MIOMEIIEHUSX.
12.3. Ilpu OTCYTCTBUM COTPYIHHMKOB, OTBETCTBEHHBIX 3a BCKpPBITHE (CHady MO/
OXpaHy) TOMEIICHUM, aHHbIE TOMEIICHHUS MOTYT OBITh BCKPBITHI KOMHCCHEH,
CO3JJaHHOW Ha OCHOBAaHMH MPHUKa3a, O YEM COCTABIISIETCS aKT.
12.4. Ilpm 3akpeITHM NOMENIEHMA M CHa4eld HMX MO OXpaHy COTPYIHHKH,
OTBETCTBEHHBIE 32 IIOMEILIECHMS NPOBEPSIOT 3aKPBITHUE OKOH, BBIKJIHOYAIOT
OCBEIlIEHHE, OBITOBBIE MPUOOPBI, OPITEXHUKY M MPOBEPSIOT MPOTHUBOIOKAPHOE
COCTOSIHME TOMEIICHUs, a JOKYMEHTHl M HOCUTENW WH(GOpMalnH, Ha KOTOPBIX
CONIEP)KUTCST KOH(UIIEHIIUaIbHAsg HHPOpMaLMs, YOUPAIOTCS [JIsi XpaHEHUS B
oreyvarbiBaeMbIil cel (MeTaymnueckuit mkad).
12.5. B coorBercTBuM ¢ TpeOoBaHMSAMU AaHHOTO IlomoxkeHus mpu oOpadboTKe
samuiraemot  mHpopmanmu B MCIIJIH HUCKIIOYUTE  HEKOHTPOIUPYEMOE
npeObIBaHUE TOCTOPOHHHUX JIMI[ B TMpeaeiax TPaHUI] KOHTPOIHPYEMOW 30HbI
NCII/H, onpeneneHHbIX COOTBETCTBYIOIIUM ITPUKA30M.

13 Ilopsinok cTupanus 3aMMIIAeMOii HHGOPMAIMU U YHUUYTOKEHU S
HOCHUTeJIeH 3alUInaeMo HHGoOpMaluu

13.1. B oO0s3aTenbHOM TOPSAAKE YHUUTOXKEHHIO TOJIEKAT MOBPEKAEHHBIEC,
BBIBOJMMBIE W3  DJKCIUTyaTallud  HOCHUTENH, COJEpKalue  3aluIIacMyro
UH(pOpMAIIMIO, HUCIOJb30BAHUE KOTOPBIX HE MPEANojaraercss B JaJIbHEUIIEM.
CrupaHuio mojasiexar HOCHUTENIH, COAepXKallue 3aluilaeMylo HHGOpMaIuIo,
KOTOpbIe BBIBOAATCA M3 3Kcmutyataunn B cocraBe HCIIJIH. He npomyckaercs
CTUpAHUE HEUCIIPABHBIX HOCUTEIEH W Ieperadya MX B CEPBUCHBIM LEHTp I
pemoHTa. Takue HOCUTENIN JOJKHBI YHUUTOXKATHCS B COOTBETCTBUH C HACTOSLIUM
HOPSIAKOM.

13.2. Ctupanue NOJKHO HNPOU3BOAUTHCS MO TEXHOJIOTUH, MPETYCMOTPEHHON st
JAHHOTO THUIA HOCUTENS, C MPUMEHEHUEM CepTHU(PUIMPOBAHHBIX CPEICTB
rapaHTUPOBAHHOIO YHHUYTOXKEHUs HWHGOpMaluu (IOMyCKaeTcs 3aJeiicTBOBAThH
MEXAaHU3MbI 3aTHUPAHUs, BCTPOCHHBIE B CEPTU(PULMPOBAHHBIE CPEACTBA 3ALUTHI
uH(pOpMALIH).

13.3.  VHuYTOXKEHME HOCHUTENEH IPOU3BOAMUTCS IIyT€EM HAHECEHUS UM
HEYCTPAHUMOT0 (PU3UYECKOTO MOBPEKICHHUS, HUCKIIOYAIOMIETO BO3MOXKHOCTh MX
UCTIOJIb30BaHUs, a TaKKe BOCCTAHOBJIECHHsS MH(OpManuu (TMepe]] YHUUTOKECHHUEM,
€CJI HOCUTEJb UCIIPABEH, JI0JKHO OBITh MPOU3BEICHO rapaHTUPOBAHUE CTUPAHUE
uHpopManuu Ha HocuTene). HemocpeAacTBeHHbIE ACHCTBHUA MO YHUYTOXCHHIO



KOHKPETHOTO THIMAa HOCUTENS JOJDKHBI OBITh JOCTAaTOYHBI JIJII HWCKIIFOYEHUS
BO3MOXHOCTH BOCCTaHOBJICHUS HH(OpMAIUH.

13.4. bymakHble ¥ IPOYUE CTOpaeMble HOCUTENH (KOHBEPTHI C HEUCTIONb3YEMbIMU
OoJjiee MapoONSIMU) YHUUYTOXKAIOT IMYTEM CHKUTAaHUST WM C TOMOUIBIO JIFOOBIX
OyMarope3aTebHbIX MaIlHH.

13.5. Tlo ¢akTy yHUYTOXEHUS WU CTUPAHUSI HOCUTEJIEH COCTaBJIseTCS aKT, B
KypHaJax y4era JeIarTCs COOTBETCTBYIOIINE 3AMUCH.

13.6. Ilpouenypsl CTUpaHUS U YHUUYTOXKEHUS OCYIIECTBISIOTCS KOMHUCCHEH, B
KOTOPYIO BXOJAT: OTBETCTBEHHBIN 3a s3kcmuryaranuio MCIIIH, oTBETCTBEHHBIN 3a
3alMTy HHPOpMAITUH, aAMUHUCTPATOP O€30IIaCHOCTH.

14. 3akaounTebHbIE MOJTOKEHUSA

14.1. TpeboBanusa Hacrosiero Ilonoxxenust 00s3aTeNbHBI ISl BCEX COTPYAHHUKOB,
oOpabaThIBarONuX KOH(MHUICHITHATLHYI0 HHGOpMAIHIO (TIEpCOHANIBHBIC IAaHHBIE).
14.2. Hapymenue TtpeOoBanuii Hacrosmero IlomoxxkeHuss Bieder 3a coOOM
JUCHUILTUHAPHYIO, FPa)KAAHCKO-IIPAaBOBYIO, aJIMUHUCTPATUBHYIO WK YT'OJOBHYIO
OTBETCTBEHHOCTh B COOTBETCTBUHM C 3aKOHOJaTeNbCTBOM Poccuiickoit denepanuu.
14.3. Hacrosimiee [lonoxkeHne BCTynaroT B CHITy ¢ MOMEHTA MOJMTUMCaHUS TPUKa3a.

14.4. Hacrosiiee [TonoxxeHue pazMeniaercst jisi 03HaKOMIJICHUSI HAa OPUITHATLHOM
caiite OpraHuszanuu.
14.5. Cpok paeiictBus [TosoxkeHus: 10 BHECEHUSI N3MEHEHUM.



